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Field Intelligence

By Duncan Young

Electro-Optical (EO) sensors continue
to evolve in performance and resolution,
requiring more signal processing power
for better target discrimination, lower
error rates, and improved accuracy.
Automatic target tracking enables the
sensor subsystem to identify and track
multiple targets through clutter, weather,
atmospheric disturbances, and counter-
measures designed to obscure the target
or seduce the sensor. At the platform
level such as a combat aircraft, armored
vehicle, or helicopter, it is often proposed
that target tracking could be performed as
a software task by an integrated central
computing resource, receiving raw sen-
sor data from an array of sensor types.
Compared to a dedicated, embeddable
hardware solution, this architecture
requires considerable general-purpose
processing power. However, by using the
latest generation of low-power, mixed
media processing devices developed for
the 3G smartphone market, an embedded
tracker can be optimized for both perfor-
mance and a platform’s vital Size, Weight,
and Power (SWaP) characteristics.

Target tracking

EO sensors are used extensively in
ground-to-air, air-to-air, and air-to-ground
fire control systems, surveillance, security,
and perimeter defense systems. Sensor
images are processed by a tracking sys-
tem to identify and follow objects such
as aircraft, vehicles, or personnel that
are moving within a set of prescribed
characteristics for those particular types
of objects. Automatic tracking is often a
requirement as it provides low error rates
and consistent performance and does not
suffer the same fatigue or stress as a man-
in-the-loop. A typical tracker has three
functional stages:

B Preprocessing the incoming
video stream at the pixel level for
contrast and statistically based
enhancement

Enhancing target
tracking in critical

applications

B Image analysis to identify objects
of interest within defined areas or
windows

B Analysis of objects’ movement
over a number of frames to identify
them as tracks, which are then
followed using predictive algorithms
to confirm their progress.

The complexity of the tracking function
varies considerably from a fixed-position
tracker for a single target fire control
system, to a tracker on a highly maneu-
verable airborne platform such as an
Unmanned Aerial Vehicle (UAV) or
helicopter, required to track multiple
ground-based moving targets. Many
tracking applications, such as ground
attack aircraft or helicopters, are closed-
loop systems whereby the sensor and/or a
weapons system must follow a designated
target track. This requires rapid loop
response time and hence dedicated high-
performance processing to maintain lock
on the target if the sensor platform and
target are both moving.

3G mobile telephony provides key
technology source

Sensor technology continues to evolve
rapidly, requiring a comparable increase
in signal processing power as pixel count,
frame rates, and analog-to-digital conver-
sion resolutions increase. Recent higher-
resolution sensors transmit video in digital
formats, including CameralLink, DVI,
HD-SDI, or GbE Vision. The raw digital
video data might contain a large amount of
noise or clutter or have poor contrast. This
often applies across the whole image, so a
highly parallel processing device such as
an FPGA is well suited to filtering the con-
tent, leaving more clearly distinguishable
target data for detailed analysis.

Sophisticated tracking and classification
algorithms applied to the reduced data set
require the greater processing capability
of a DSP device. GE Intelligent Platforms’

ADEPT 5000 high-performance, embed-
dable tracker combines these key FPGA,
DSP, and 3G smartphone computing tech-
nologies to create a rugged, core tracking
module small enough to be mounted on a
PC/104-Plus sized (3.6 x 3.8 inches, 90 x
96 mm) I/O base card (Figure 1). These
tracking modules can be attached to many
open-standards I/O base card formats such
as VPX, VMEbus, PC/104-Plus, PCI,
or PCI Express. They enable construction
of a complete embeddable tracking sub-
system that could be colocated with
the sensor or embedded as part of the
platform’s mission computing or display
processing resources.

Figure 1 | The ADEPT 5000 high-performance
tracker from GE Intelligent Platforms

Enhanced sensor platforms meet
today’s demands

Ongoing budget concerns continue to
restrict new platform development,
favoring instead the enhancement and
life extension of existing platforms. New
or upgraded EO sensors are planned to
provide these platforms with vital new
operational performance. Advances in
tracker capability are helping to hone
this edge with the successful infusion of
cross-market technology; this results in a
complete dedicated tracking subsystem
occupying a significantly smaller foot-
print than a comparable general-purpose
embedded computing module, while con-
suming less than one-third of the power.

To learn more, e-mail Duncan at
duncan_youngl @sky.com.

8 March/April 2010

MILITARY EMBEDDED SYSTEMS



Unleash your inner genius with Pentek’s new
71620 Cobalt™ Virtex-6 XMC module. Built to
optimize high-performance, wideband, com-
munications, SIGINT, radar, beamforming and
telemetry applications, this high-speed module
includes:

» Three 200 MHz 16-bit A/Ds

» Dual 800 MHz 16-bit D/As

* Intelligent chaining DMA engines

* High dynamic range

* PCI Express x8

* Dedicated memory for each I/O stream

* Secondary x8 XMC for gigabit serial I/O

* Advanced gating and triggering modes
optimized for radar applications

* Multi-channel, multi-board synchronization

+ GateFlow® FPGA Design Kit

« VPX, XMC, PCI, PCle, VME/VXS, cPCI,
conduction-cooled XMC

With extensive resources and new enhancements
in DSP engines, block RAM, logic and clocking
technology, the Virtex-6 family represents the
industry’s most advanced FPGAs.

Call 201-818-5900 or go to
www.pentek.com/go/mescobalt
for your FREE Putting FPGAs
to Work in Software Radio
Handbook, technical data-
sheets and price quotations.

FPENT EIKKC

Setting the Standard for Digital Signal Processing

Pentek, Inc., One Park Way, Upper Saddle River, NJ 07458 Phone: 201.818.5900 Fax: 201.818.5904 e-mail:info@pentek.com www.pentek.com
Worldwide Distribution & Support, Copyright @ 2010, Pentek, Inc. Pentek, Cobalt and GateFlow are trademarks of Pentek, Inc.

Other trademarks are properties of their respective owners.






GU/\I_QDI/\[\

DM Or- DATA

Your data is under attack.
Help is on the way.

Our new Guardian™ solid state disk drive protects sensitive

data from both environmental and human threats.

It's designed specifically to provide outstanding reliability,

performance and security for defense applications in rugged
environments. AES encryption and anti-tamper techniques,
plus our own Armor™ management processor set this

drive apart from any others on the market.

Join the ranks of the Defenders of Data.

Learn more at www.whiteedc.com/guardian

602.437.1520 TEL | 602.437.9120 FAX

|
' . 1
\ _ .||,1|!l
\ 4 Armor™ Processor Inside

\ WHITE ELECTRONIC DESIGNS

‘ ! Securing the Future Through the Power of Design

WWW.WHITEEDC.COM




Vil Tech Insider

Helicopters and light aircraft are used extensively for policing,
homeland security, border control, drug interdiction, and many
other forms of aerial surveillance by both military and civilian
organizations. Equipped with a range of Electro-Optical (EO)
sensors such as low-light TV, Forward Looking Infrared (FLIR),
and a new generation of High Definition TV (HDTV) cameras,
these aircraft have mission-system capability to display, process,
and record sensor data independent of their flight-safety critical
avionics systems. Mission data and real-time sensor images are
displayed to operators and flight crew on rugged flat panel dis-
plays. By incorporating direct operator input via touch screen and
soft keys, plus video switching and windowing within each display
unit itself, a mission system can be configured cost effectively and
flexibly using off-the-shelf rugged computing components.

Video switching and display

Mission display systems have evolved rapidly from a model of
one sensor feeding one display to multisensor, multiple display
systems needing complex video distribution, switching, and
cabling with additional requirements for recording and uplink/
downlink communications. Typically a multisensor system will
have two or three operator positions, each with more than one
screen. Each operator can select from any — or a number of —
video sources from the sensor suite, other operators, or com-
puter generated graphics such as maps or uplinked images. The
chosen method of video distribution might also need to connect
the sensor video to the mission computing system for track-
ing or other image processing tasks prior to display. Recording
must also be selectable from any of the screens or the sensors or
computing system.

This need for flexibility calls for considerable quantities of cables
and a video switching subsystem to provide for all the possible
routing and video formats, such as analog or digital (DVI). Archi-
tecturally, multisensor mission systems have made use of a sepa-
rate, very complex video switching and distribution subsystem to
interconnect various permutations of sensors, mission computers,
and display screens. However, by combining many of the switch-
ing and display functions such as picture-in-picture and multiple
sensor windows with the ability to route sensor images to other
operator positions within the display itself, appreciable savings
in cost, cable space, weight, and complexity can be achieved.

Typically an operator will interact with the mission system using
arange of input devices such as a keyboard, function keys, point-
ing devices, and a touch screen. The Man Machine Interface
(MMI) is most often handled by the mission computer as a set of
discrete functional devices; every key press or command input
requires processing and consequent action to be taken. Many
such operator MMI functions include switching video sources,
creating multiple windows, or pointing or dragging images using
the touch screen and requiring no assistance from the mission
computing system for their operation.
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Mission displays integrate switching and MMI

This class of multisensor surveillance systems relies heavily on
direct operator interpretation of incoming images, sensor selec-
tion, and viewing characteristics while the mission computing
system performs mission management functions independently
of the image content or operator’s surveillance task. However,
the mission computer might be providing logistical or tactical
data such as the disposition of resources on the ground, or digital
maps that can be selected and displayed by the operators. This
is typical of a helicopter-borne police surveillance application.
This platform also offers ample space for both operators and
flight crew, enabling the use of larger screens in 16:9 format for
the display of high definition images or for multiple windows
of lower resolution on a single screen. A new breed of rugged
mission display is emerging that is ideally suited to these types
of applications. These new displays provide integrated, extend-
able video windowing and switching capability controlled by
programmable soft keys and touch-screen input, which — when
paired with a rugged laptop-type PC — offers extensive mission
system functionality. An example of such a helicopter-based
police surveillance system using widescreen 20-inch mission
displays supplied by Curtiss-Wright Controls, Embedded
Computing (CWCEC) is depicted in Figure 1.

Figure 1 | A helicopter-based police surveillance system uses widescreen
20-inch mission displays.

By integrating a sensor display device with video switching
and distribution plus programmable display control functions,
the resultant mission display becomes a highly functional but
economical mission system building block. Already proven in
helicopter and light aircraft surveillance roles, this architecturally
flexible approach is well suited to many similar applications such
as coastal or fishery protection, operator positions for remotely
operated ground and underwater vehicles, and Unmanned Aerial
Vehicle (UAV) ground stations.

To learn more, e-mail Steve at Steve. Edwards @ curtisswright.com.
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Lenacy Software Migration

Mission-critical applica
Stability, evolution ... ok

Due to long budget cycles and a grow-
ing deficit, defense systems must adapt
to evolving threats by refreshing their
current infrastructure while bolting on
new capabilities to meet rising High
Availability (HA) requirements. Open
standards routes such as the Service
Availability Forum’s (SA Forum’s)
Availability Management Framework
(AMF), along with COTS software,
offer the best opportunities to success-
fully meet this challenging paradox.

There is a tremendous investment in exist-
ing mission-critical applications. As they
become networked, their criticality to the
overall mission increases. Missions also
change, raising the system status to mission
critical. The net result is that aging systems

k! =

are being tapped to perform at much
greater levels of operational availability
than their original designs intended.

The defense community has come to see
open standards-based COTS technology as
a solution to this life-cycle challenge. His-
torically, no open standard has addressed
system-wide fault management and opera-
tional availability. Existing high availability
infrastructures are often proprietary and
difficult to adapt. COTS software helps
deal with both of these issues, and also
satisfies the need for unified and flexible
management of system configurations.

The benefits of the open standards COTS
approach to operational availability go
beyond meeting current mission require-

By Tyson Moler

ments. Future evolution is enabling — and
enabled — in two important ways. First, it
enables the applications to be transportable
across platforms and eases the integration
of future capabilities. Second, unified con-
figuration management provides a faster
and simpler approach to implementing
new components and capabilities. Accord-
ingly, the Service Availability Forum’s
(SA Forum’s) Availability Management
Framework (AMF) is working to support
today’s mission-critical High Availability
(HA) needs while also outlining numer-
ous approaches to ease legacy software
migration.

AMF and mission-critical HA
The SA Forum is a commercial software
consortium that has produced a set of open
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standards that addresses mission-critical
requirements for software-based systems
with nearly real-time/real-time applica-
tions. The SA Forum has always been
sensitive to the issue of legacy application
support, and members of the group have
identified a spectrum of support para-
digms. They have additionally formalized
various software redundancy schemes that
support HA. The SA Forum’s work is now
being implemented by the U.S. Navy and
is a DoD-wide mandated specification in
the DoD IT Standards Registry (DISR).

The SA Forum specifically provides an
AMEF service that supports subsecond soft-
ware redundancy and fault management
capabilities that satisfy the mission-critical
requirement. AMF involves a system
model that explains active/standby/spare
component redundancy relationships and
the policies that deterministically direct
the system through fault detection, isola-
tion, and recovery to ensure continuous
service availability. System model partic-
ulars are crafted by an insightful system
designer at development time. These
redundant components manifest in the
system as software processes or appli-
cations that could be newly developed,
third-party, or legacy applications.

New applications are best served by
linking in SA Forum service libraries,
which provide the most time-sensitive
fault detection and failover performance,
as this allows for explicit application
health monitoring and direct redundancy
state assignment (active/standby/spare).
However, many third-party or legacy
applications cannot change; a nonintru-
sive integration approach is required.

AMF eases legacy software
migration

AMF describes several approaches for
legacy software migration, two of which
are the Wrapper and Proxy-Proxied meth-
ods. External Passive Monitoring also pro-
vides a highly capable and nonintrusive
method for providing availability services
to legacy or third-party applications.

The U.S. Navy Common Processing
System (CPS) program, in the context
of Advanced Capability Builds (ACBs),
is a great example of bringing new infra-
structure and applications into an exist-
ing combat system environment. The
CPS platform is a common computing
environment for mission-critical applica-
tions, and it utilizes SA Forum-compliant
middleware to provide software redun-
dancy and dynamic fault management
capabilities. CPS will be deployed in

Aegis Modernization/ACB12 in the
immediate future, and is expected to
support additional combat system pro-
grams. This approach will greatly extend
the life of Aegis-equipped cruisers and
destroyers. The intent of the U.S. Navy
Consolidated Afloat Networks and
Enterprise Services (CANES) Common
Computing Environment (CCE) is to
achieve similar benefits.

Meeting the HA/legacy

integration challenge

Overall, while legacy software migration
is a challenging exercise, it is very pos-
sible to evolve mission-critical systems
in a stable and evolutionary way. COTS
solutions for high availability such as

those provided by GoAhead Software and
other vendors offer the best approach to
these migrations. Open standards such
as SA Forum’s AMF are paving the way
for tomorrow’s mission-critical systems
by providing for today’s HA needs while
retaining the ability to ease legacy soft-
ware migration.

Tyson Moler is director of federal
operations at GoAhead Software. Prior
to GoAhead, he worked in management
consulting, supporting clients in business
development, and program management
in federal and defense markets. He holds
a B.A. in International Relations from
Claremont McKenna College. He can be
contacted at tmoler @ goahead.com.
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Daily Briefing: re..s

By Sharon Schnakenburg-Hess, Assistant Managing Editor

January 2010 chip sales up

A rise is a rise, no matter how small or large ... as indicated in
the Semiconductor Industry Association’s (SIA’s) recent report.
Comparing chip sales in January 2010 ($22.5 billion) to Decem-
ber 2009 ($22.4 billion), the increase is a relatively miniscule
.3 percent (Figure 1). However, a comparison of January 2010
to January 2009 ($15.3 billion) shows that chip sales soared a
whopping 47.2 percent (see figure again). Strong chip sale niches
presently include cell phones, industrial applications, cars, and
personal computers. Additionally, George Scalise, SIA presi-
dent, says 2010 appears brighter than originally projected ...
maybe. “If the current trends continue, there is upside potential
for 2010 growth above our November forecast of $242.1 billion,
but a growing global economy driven by consumer purchasing
will be key to sustaining these trends.”

Chip sales in billions of dollars

$15.3 billion

$22.4 billion

$22.5 billion

T T T T T T

0 5 10 15 20 25

M January 2009 W December 2009 M January 2010

Source: Semiconductor Industry Association (SIA)

Figure 1 | A comparison of January 2010 to both December 2009
and January 2009 reveals a much larger increase year-to-year than
month-to-month.

Northrop Grumman to get the
less-glam job done

Though not as glamorous perhaps as designing a system, mainte-
nance and repair are, nevertheless, a necessity ... as evidenced by
arecent contract between the U.S. Navy’s Naval Surface Warfare
Center and Northrop Grumman Systems Corp. The $49 million
Indefinite Delivery/Indefinite Quantity (IDIQ) contract stipulates
that Northrop Grumman provides depot-level maintenance
and repairs for several airborne mine countermeasures systems:
AN/AQS-24 mine hunting system, CP-2614/T common post-
mission analysis, AN/AQS-14A sonar detection set, AN/ALQ-141
acoustic minesweeping/minehunting system, and USM-668
intermediate level test equipment. The contract is slated for
fulfillment by February 2015.
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KC-130J gets Rolls Royce treatment

On the ground or in the air ... Rolls Royce Corp. is almost
everywhere, it seems. Between now and February 2011, the
company will be lending its technical engineering and con-
tractor logistics services to the KC-130J aircraft — thanks to a
$45 million Indefinite Delivery/Indefinite Quantity (IDIQ) con-
tract with the Naval Air Systems Command. Benefitting the
Marine Corps, the contract stipulates that Rolls Royce Corp.
provides the aforestated services to the KC-130J’s propulsion
system, comprising the R 391 propeller and the AE 2100D3
turboprop engine.

NASA'’s Orion gets a forward glance

The recent delivery of the Data Acquisition System (DAS) by
G Systems signified fait accompli for one of the company’s three
NASA Orion contracts — and enables NASA future sight capabil-
ities. How? The DAS will compile stress data input from Orion’s
heat shield structures, Launch Abort System Fairing Assembly
(LASFA), Service Module (SM), and crew module (Figure 2)
pertaining to strain, torque, and pressure. The data will then
enable measurement and simulation of potential space flight,
take-off, and re-entry effects. Input from at least 1,400 analog
data channels will be collected, analyzed, transferred, stored,
and/or viewed at the Orion Structural Test Facility (OSTF).
Meanwhile, G Systems’ two additional NASA Orion contracts,
also facilitated by prime contractor Lockheed Martin, include:
1) the Data Distribution System (DDS), which comprises soft-
ware and hardware to analyze, distribute, and collect parametric
data and video gathered by DAS; and 2) a DAS-integrated com-
puterized vent and pressure system with which the crew module
will be tested. The value of the three contracts — which together
result in the installation, integration, and design of an automated
data analysis/acquisition testing station for Orion — exceeds
$1 million. The two remaining contracts are slated for completion
by June 2010.

: 3 e B &
Figure 2 | Orion’s crew module, NASA photo by Tony Landis.



Missile Defense Agency proof of
concept: 1, 2, 3 ...

While energy is often thought of as dormant and benign, offi-
cials at the U.S. Missile Defense Agency would undoubtedly
have a different perspective. The reason: A successful proof-of-
concept exercise recently demonstrated that directed energy is
a viable method of defense against ballistic missiles (Figure 3).
The experiment was held at Point Mugu Naval Air Warfare
Center-Weapons Division Sea Range near the California coast,
where the Airborne Laser Testbed (ALTB) destroyed a “short-
range threat-representative ballistic missile” in three steps: First,
ALTB’s onboard sensors detected the missile and tracked it using
alow-energy laser. Second, ALTB fired another low-energy laser
in an effort to compensate for and measure atmospheric inter-
ference. Third, ALTB shot a high-energy (megawatt-class) laser,
heating the missile and resulting in its structural failure. Though
ALTB had previously lethally intercepted a solid-fuel missile,
this experiment was
the first time ALTB
destroyed a liquid-
fuel missile.

Figure 3 | Upper left
photo: An infrared image
of the Missile Defense
Agency’s ALTB (right)
destroying a threat-
representative short-range
ballistic missile (left).
Then, clockwise, beginning
with photo in upper right
corner: The sequence of
events in the recent ALTB
demonstration. U.S. Missile
Defense Agency photos.

Brute force attacks accelerate
(obsolete) decryption

Ironically, an obsolete standard has now reached its highest per-
formance levels: Pico Computing claims that its recently reached
56-bit Data Encryption Standard (DES) decryption benchmark
speeds represent the highest such levels ever achieved. The
enabler: Pico Computing’s DES cracking algorithm utilizing
FPGAs and 11 Pico EX-Series cards in a 4U server consuming
fewer than 1,000 peak watts. Utilizing “brute force methods,”
the algorithm “iteratively decrypts fixed-size blocks of data to
find keys that decrypt into ASCII numbers” to recover encrypted
files’ keys where the data type is known. In contrast to methods
using clustered CPUs (which process 16 million DES key opera-
tions per second) or even a PC combined with a 250-million-
operations-per-second GPU card, Pico Computing’s acceleration
yields 1.6 billion DES operations per second for each FPGA.
Additionally, a single-server cluster of 176 FPGAs can achieve
280 billion DES operations per second. Thus, the FPGA-enabled
DES decryption and resultant key recover can be completed
in fewer than three days, while performing the same task on a
PC, with or without a GPU, would take years. Though largely
replaced with Advanced Encryption Standard (AES) encryp-
tion, DES is still used for auditing and developing block-based
encryption algorithms and functions in cryptographic research.

For consideration in Daily Briefings, submit your
press releases at http://submit.opensystemsmedia.com.
Submission does not guarantee inclusion.

Figure 4 | The USAF and Raytheon recently signed an $886 million
contract for improved GPS satellite accuracy via development of the 0CX
advanced control element. Photo courtesy of Raytheon Company.

USAF/Raytheon: Accuracy is key

The United States Air Force and Raytheon Company recently
penned an $886 million contract stipulating that Raytheon
incarnates the first two development blocks of a new accuracy-
improving element for GPS satellites (Figure 4): The OCX
or advanced control segment. The modern service-oriented
architecture-based OCX will provide anti-jam capabilities and
higher levels of reliability and accuracy than previous GPS. The
OCX additionally lends itself to industry and government inte-
gration because of its open-system standards base. Providing
the public and military with satellite-based radio navigation,
the GPS system also comprises the space and user segments.
Meanwhile, OCX team members include the Jet Propulsion
Laboratory, The Boeing Company, Braxton Technologies, ITT,
and Infinity Systems Engineering. The contracting entity is
the Air Force Space and Missile Systems Center located at the
Los Angeles Air Force Base.

General Dynamics helps DDG 115
“materialize”

The long-awaited DDG 115
destroyer begins to materialize,
literally, courtesy of a “not-to-
exceed $114,003,000 letter con-
tract” between the U.S. Navy’s
Naval Sea Systems Command
and General Dynamics for
DDG 115’s long-lead time mate-
rial. General Dynamics’ Bath
Iron Works division is slated to
fulfill the contract in Cincinnati,
Ohio; Charlottesville, Virginia;
Indianapolis, Indiana; Bath,
Maine; Walpole, Massachusetts;
Erie, Pennsylvania; and other
locales by December 2012.
DDG 115 is part of the DDG 51
class destroyer program, led by
the guided missile destroyer
USS Arleigh Burke (Figure 5).

Figure 5 | The guided missile
destroyer USS Arleigh Burke is the

lead ship in the DDG 51 class of guided
missile destroyers. U.S. Navy photo

by Paul Farley.

MILITARY EMBEDDED SYSTEMS

March/April 2010 17



“Static analysis improves efficiency,

Software: Static code analysis

reduces downstream integration costs

By Andy Chou

With modern military systems increasingly relying on software, new techniques are being adopted to decrease costs and
increase the chances for mission success. As a result, static analysis has been gaining traction in the software development
community based on its deep analysis capabilities before runtime. These static analysis tools — which augment but do not
replace traditional test and debug methods — find integration errors long before integration occurs, eliminating costly

late-stage integration issues.

As military equipment and vehicles
become increasingly modernized, they
inevitably become more technologically
complicated as well. In many instances,
these machines represent a delicate blend
of hardware and software, both of which
must interact perfectly. Since the software
components of these machines must work
as reliably as possible in the field, it is
important to perform extensive debugging
and testing using a combination of tech-
niques to eliminate defects before they
cause extended delays or overruns. This is
often impractical since there is usually no
way to reliably test code until it is actually
implemented into the equipment on which
it will eventually run. Since software
seldom works perfectly the first time it
is executed, going back and fixing errors
with conventional development methods
and tools hinders productivity and diverts
valuable resources and personnel from
other projects that need to be completed.

For instance, the Boeing 787 Dreamliner
was delayed for two years because of a
combination of hardware and software
defects. Often, such problems are inter-
twined; in the case of the Dreamliner, one
particular delay was the result of defects

18 March/April 2010

in the software that controlled the braking
system. It is important to note that
conventional testing did not reveal this
defect before it actually became a prob-
lem and caused costly setbacks and other
complications in the development process.
Modern techniques like static analysis
can increase the probability of problems
like memory corruption and user-after-
free being discovered sooner, as well as
assist in achieving DO-178B’s Design

Assurance Levels (DALSs). A more efficient
and cost-effective path than the traditional
V-model, static analysis works in concert
with traditional test and debug methods to
ease integration woes and expense.

Static analysis and the
development process

Software development tends to follow
a specific life cycle. One example is the
V-model (Figure 1), which is commonly

Project
Definition

Verification and
Validation

ImplamanEiion

Project
Test and
Integration

Time

b
Ead

Figure 1 | The V-model represents a holistic approach to development that attempts to reconcile project
definition and the testing process over a period of time.
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used in aerospace engineering. The
V-model represents a holistic approach
to development that attempts to reconcile
project definition and the testing process
over a period of time. The model begins
with establishing the scope of a project,
including its concepts of operation, its
requirements and architecture, and the
specific details of its design.

This process starts out very abstract at
higher levels and becomes gradually
refined and detailed over the course of the
design process. As the design is imple-
mented, it becomes more expensive to
fix problems later in the development
cycle. Once the project is mostly com-
plete and is being tested, going back and
making repairs to its fundamental aspects
becomes prohibitively expensive.

Ultimately, many software problems are
caused and then worsened by an ineffi-
cient development model and imprecise
debugging procedures. Development
efficiency and cost-effectiveness can be
improved by eliminating software defects
as early as possible with modern tech-
niques like static analysis.

Specifically, static analysis is a technique
for finding defects in software without
running it. It works by examining prod-
uct source code, starting from individual
functions, working its way up to modules,
then ultimately the entire program. Static
analysis can find many different kinds
of defects, including memory errors in
C/C++ programs. For example, static
analysis can detect an error in this simple
code fragment:

int a[l10];
for(inti=0;i< 10; i++); {
ali]l = 0;
}

Sometimes it is hard for human beings to
see problems in software code because
they see what they want to see instead of
what is actually there. When this code is
turned into an executable program by a
compiler, the compiler reads the source
code in a mechanical and precise way,
ignoring human cues like indentation and
spacing. A compiler will read the exam-
ple in the following way:

int a[10];
for(inti=0;i < 10; i++)

ali] = 0;
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Software: Static code analysis

Once the code has been reformatted as
shown, an extra ““;” character that causes
the program to have a completely different
meaning suddenly becomes much more
visible. If this error remains uncorrected
in the final program, the array access a[i]
will execute only once when i = 10. The
result is an assignment to a memory loca-
tion past the end of the array, which might
cause the program to crash.

Static analysis examines the code as
mechanically and precisely as a com-
piler would. However, instead of blindly
translating the code into an executable
program, a static analyzer looks for paths
where the code’s function diverges from
how the developer originally intended it
to work. Static analysis can be done by
techniques as simple as pattern matching
or as advanced as interprocedural data-
flow analysis and Boolean satisfiability.
Regardless of technique, static analysis is
custom-built to look for cases that human
developers are likely to overlook or get
wrong. This presents a far more efficient
alternative to comprehensive line-by-line

code auditing, which is not cost-effective
for larger software systems.

Combine static analysis and
traditional debugging

Compared with a traditional method
such as functional testing, static analysis
presents a different set of trade-offs.
Traditional testing can only detect errors
in code that is actually tested, whereas
static analysis can find defects in all code
without any tests. Sometimes, errors
found through testing are hard to repro-
duce and pinpoint to a specific problem
in the source code. Static analysis can
find problems in a repeatable, predictable
fashion and will always point to a specific
location in the code. On the other hand,
traditional testing can find functionality
errors that static analysis cannot, because
static analysis does not attempt to com-
pare the behavior of the program against
an expected result. Static analysis can
also lose precision when analyzing deep
program properties, so it might miss
some defects. Therefore, static analysis
is meant to augment the effectiveness of

traditional methods instead of replacing
them outright.

Since static analysis works with existing
toolsets and compilers, there is no need
to change current development practices.
Static analysis can be applied frequently
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Software: Static code analysis

(even on nightly builds) for the duration
of the project starting immediately after
the first line of code has been written.
Essentially, if the project’s code base can
be successfully compiled, static analysis
can be used to debug it and eliminate
problems long before the project is
delivered to quality assurance personnel
for final testing.

Integration benefits of static
analysis

Static analysis also works well in a team-
oriented environment. Developers can

use static analysis to check each other’s
contributions for consistency and check
for conflicts caused by code written by
different team members. This can work
within a single project or even scale
to larger scenarios where integration
between several projects is required to
create a complicated system.

Static analysis can also do more than
find simple code defects; as mentioned,
it is capable of analyzing the interac-
tions between different components
before they are integrated together. In the
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V-model of software development, testing
and verification start with individual
components. When these components
meet their low-level specifications, they
are integrated together for higher-level
testing against system requirements. If
software integration is performed strictly
according to this ideal, the integration
phase introduces a high degree of risk
because the individual components will
be interacting for the first time. These
interactions are likely to expose problems
with the original project specifications,
particularly regarding how the system
requirements and architecture are trans-
lated into detailed design requirements
and source code. Static analysis tools
can analyze the interactions between
software components as soon as they are
written, catching some of these expensive
integration problems during the imple-
mentation phase. The tools accomplish
this by finding problems in Application
Programming Interface (API) usage by
analyzing code across procedure bound-
aries even if the procedures are in different
software components.

Maximizing efficiency with

static analysis

Software is being used to improve mili-
tary systems such as smart bombs and
unmanned drones in ways that were once
impossible. Static analysis tools, such
as those offered by Coverity, are also a
part of this trend. Static analysis tools —
when combined with traditional test and
debug methods — effectively analyze
software and detect code errors before
runtime, minimizing risks and costs while
maximizing the value of investment in
software development.

Andy Chou is
chief scientist and
cofounder of Coverity.
He is responsible for
advancing source code
analysis technology
. as well as furthering
' the state-of-the-art in
software quality and security industry-
wide. He received his Ph.D. in Computer
Science from Stanford University and
his B.S. in Electrical Engineering from
UC Berkeley. He can be contacted at
achou@coverity.com.
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Computational Fluid Dynamics (CFD) software
has seen major advances in the past two decades.
In the design of custom computer chassis for
mission-critical components, CFD software
simulations allow accurate determination of the
performance of cooling components, clarifying
how specific configurations perform, thus cutting
design costs and risks and increasing the speed
at which concepts become products.

A thermometer measures the temperature of a newly-paved road in Mahmood Rahgi, Afghanistan, Sept. 9, 2009. The temperature registers 137 degrees Fahrenheit. The optimal temperature is
between 135 and 150 degrees Fahrenheit. U.S. Army photo by Sgt. Teddy Wade
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In computer chassis design, many basic needs can be tailored to
motherboard, processor speed, communication, storage require-
ments, and size limitations by simply putting the correct off-the-
shelf components into an appropriately shaped box. However,
one integral design consideration that simply cannot yet be
ignored or handled as a quick matter of routine (no matter how
advanced the rest of the components are) is the cooling of the
chassis. A simple temperature elevation in a poorly designed
chassis can cripple even the fastest and most robust systems.
And this becomes increasingly critical in the design of custom
systems, where “off-the-shelf” is a four-letter word.

The new mantra in computer performance is: “More stuff — More
power — Small box.” When these systems are required to function
in ambient temperatures exceeding 100 °F and people are count-
ing on them for necessary information, the stakes get even higher
for effectively designed systems. Ruggedized chassis designed
for use in the current battlefield environment are subjected to
extreme conditions every day. There is no tolerance for failure
and design, and production deadlines must be kept.

As aresult, CFD simulation software has become an increasingly
used tool as both programming and processor capabilities have
become more advanced and refined. The software allows a set of
conditions to be applied to an existing three-dimensional model.
Then the software calculates resulting flow characteristics,
thermal profile, and overall chassis cooling. Complicated
Navier-Stokes equations describing the flow field of fluid — once
shrugged off by engineers in favor of a best-guess or tried-and-
true design dogma approach to engineering — are now embedded
in software readily available to any engineer. The advantages:

({1 A simple temperature elevation in

a poorly designed chassis can cripple even
the fastest and most robust systems. And this
becomes increasingly critical in the design

of custom systems, where “off-the-shelf”

is a four-letter word. ’,

nearly instant access to answers to the cooling equation, plus the
ability to monitor the effects of design changes throughout the
design process rather than trying to fix underlying problems after
a product has been designed, built, and evaluated. The result:
design time reduction.

How CFD simulations work

CFD simulations operate by a method of Finite Element Analysis
(FEA). In FEA, a control volume of solid, liquid, or gas is broken
down into cells defined by a mesh grid. In the case of CFD,
calculations of heat transfer through various media and fluid
dynamics of the flowing air are done on a cell-wise basis, with
each cell in the mesh grid influencing the other cells surround-
ing it. With detailed components, it is possible to optimize the
mesh in a manner that provides smaller cells with more refine-
ment around these components rather than in large spaces with
bulk conditions.

The Highest Quality, Most Reliable, Field Proven Technology...

for your Mission Ciritical Systems
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INTRODUCING THE WORLD’S ONLY...

fully integrated MIL-STD-1553 terminal and transformer solution in a single package.

Total-ACE™

* Small package (1.1 in x 0.6 in) saves board space
= Simplified board design and less cost with single package system
* Field proven technology with 62 million hours of in-service history

Visit: www.ddc-web.com/TACE/MES
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Setting up a simulation with the aforementioned points in
mind becomes a bit of an art. Developers determine how spe-
cific to make the mesh in certain regions of a model while
negating this specificity in other regions while still extracting
accurate results. In full simulations on complex chassis, it is
not uncommon to create meshes comprised of more than half
a million cells.

As with any tool, the quality of CFD results that can be
achieved by a craftsman versus those achieved by a novice are
a function of experience. Thankfully, CFD software develop-
ers are increasing the usability of their products to constantly
accelerate that learning curve and help novice users quickly
arrive at accurate results. An example illustrates the benefits
and innerworkings of CFD.

Example: CFD simulation

The operations and advantages of CFD software can be seen
through a simple exercise of varying the installation of a fan in a
computer chassis. To simplify the images, the temperature field
through the chassis has been hidden on the representative graphics
herein, but it is important to know that CFD can determine the
heat transfer as well as the flow field.

Many designers, when it comes to solving internal temperature
issues, simply place enormous fans directly in front of important
components, believing that increased air velocity is sufficient for
cooling. While the increased velocity does have a cooling effect,

it quickly wears off if the heated air is allowed to remain in the
chassis. In Figure 1, a simplified chassis with one large 120 mm
diameter internal fan, capable of pushing 120 cubic feet of air
per minute (CFM), has been modeled in two chassis configura-
tions to show airflow through the chassis. The streamlines in the
two pictures in Figure 1 show the actual path of air throughout a
three-dimensional chassis rendering.

The left side of Figure 1 shows a typical design with an open
bulkhead positioned mid chassis with the fan mounted to the
bulkhead. As depicted, often a large area is left open to allow
for easier routing of cables past the bulkhead. This is a com-
mon design element in low-end chassis built for consumers
with basic needs operating in simple environmental conditions.
In this simplified instance, there are minimal accessories in the
chassis so the airflow is clearly visible. The only actual cooling
airflow is represented by the streamlines shown entering the front
of the chassis from the left side of the image, and exiting via
the opposite wall. As this particular simulation was performed
as an analysis of internal flow conditions, streamline behaviors
after exiting the chassis were not calculated, and therefore do not
appear in the diagram.

While the internal fan increases the air velocity in the chassis,
the ability to transfer heat from the solid surfaces to the moving
air is dramatically reduced as the temperature of the recirculating
air increases. This is a key consideration in determining the
resultant thermal profile of the chassis. While the empty chassis

Bridge Telecom
to Legacy Platforms -
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the telecom industry!
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your ATCA or MicroTCA systems to
legacy PCl or PCI Express line cards
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Get more information — www.magma.com/amc

BGlZ PeCIX Magma
iy 9918 Via Pasar, San Diego
150%001: 2008 Certified California 82126
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CFD software.

Figure 1 | An unsealed chassis bulkhead (left) compared with a sealed bulkhead (right) shows a net airflow improvement of 184%, a simple calculation using

allowed the fan to push 112 CFM, the actual net airflow through
the chassis was a mere 37 CFM. Once the chassis was sealed,
though, as shown on the right side of Figure 1, the airflow rose
to a much more respectable and effective 105 CFM through the
chassis. The placement and design concessions made for cooling
fan installation should not be an afterthought, but amongst the
most important initial design concerns. While some internal fans
are necessary to direct much-needed air to sensitive components
buried within a labyrinth of wiring and circuitry, their imple-
mentation must be well thought out and tested before modifying
designs to accommodate them.

The simple analysis offered by CFD software shows us not only
the actual path air takes as it moves through the chassis, but also
calculates for us the exact volume of air entering and exiting the
chassis through each vent over time. While it is possible to predict
streamline behavior based on a “common sense” design approach,
accurately measuring the volumetric airflow through a chassis
by experimental methods is a much more complicated and time-
intensive process than utilizing CFD software. If we were to choose
to pursue that method of design, it wouldn’t be until a fully assem-
bled chassis were drafted, built, and bench-tested that we would
discover the disparity between fan capability and the actual net

RUGGED RACK MOUNTED SERVERS

from Z Microsystems

For more information, visit www.zmicro.com/zx or call 858.831.7054
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harsh environments
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flow rate. At that point the options would be a redesign of the entire
product, or making last-minute concessions to improve the existing
faults. Having this information available early in the design process
allows design modification to achieve optimum performance.

CFD simulations: The result

In designing custom chassis for extreme environments, CFD
simulations are often useful in saving time and helping verify
configuration changes throughout the design process. Figure 2
shows a fully configured 4U chassis designed by Chassis Plans

—ax

LA

Figure 2 | A more complex chassis with multiple flow variables is still a
simple matter for CFD software simulations and analysis.

and similar to one used in Iraq and Afghanistan. Its redundant
power supplies, multiple SBCs, CPU coolers, and inlet fans
modeled for CFD analysis serve as an example of a chassis where
the interaction between design geometry and fan performance is
difficult to predict with so many different elements.

Though moderate simplification was done on this model to
improve calculation times of the software, the calculation results
still maintain a high degree of accuracy. The large inlet fans push
air through the chassis, across sensitive components on the SBC,
while smaller fans in the power supplies direct air over the heat-
generating components of the power supplies. Meanwhile, CFD
allows accurate visualization of flow trajectories, giving a clear
picture of how this configuration performs in extreme conditions
before engineers turn even one screw.

Drew Castle is a mechanical and

thermal design engineer at Chassis Plans.
His career spans a decade of varied
positions in the high tech industry. He is
currently pursuing a graduate degree in
mechanical engineering with a thermal
sciences specialization. He can be
contacted at drewc @ chassisplans.com.

Chassis Plans
858-571-4330
www.chassisplans.com
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The Procelerant™ CEQM57XT module
combines the Intel® Core™ i7 and

ib processors and the Mobile Intel®
QM57 Express chipset with extended
temperature range from -25to 70 °C and ruggedized vibration specifications that are
required for many mil/aero and industrial applications such as ruggedized computers/
tablets, unmanned vehicles/robots and in-vehicle computers. RadiSys designs
ruggedness into the CEQMB7XT by utilizing its proprietary
implementation of the Highly Accelerated

Life Test (HALT) during the design process

to identify and correct product weaknesses
prior to production; Highly Accelerated Sample
Screen (HASS) is then used during production to
continually monitor supplier quality and component
robustness.

800-950-0044 e www.radisys.com

RadiSys.

THE POWER OF WE

The Kontron ETXexpress®-Al COM
Express™ Computer-on-Module offers
0EMs a new level of design flexibility
thanks to its 32 nm Intel Core i7/Core i5 processor technology, high energy efficiency,
wide graphics support, customizable PCl Express configuration and ECC dual channel
RAM to ensure data accuracy. The ETXexpress®-Al Computer-on-Module offers
improved computing and graphics performance in the high-end performance sector.

High-performance COM with ECC and robust, flexible graphics
* Processor performance up to Intel® Core™ 7 SV (2.53GHz)

* Support for up to 8GB system memory (DDR3 with
ECC support)

o Up to 2.6x graphics performance improvement 30 Mark06
over previous solutions

888-294-4558 ¢ www.kontron.com

(s kontron

yTvv/Paktrons

multilayer polymer capacitors

Latest Product Innovation
3rd Generation, Thermally Shielded
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Compatible with industry standard high-temperature
Pb-Free reflow solder assembly procedures.

FEATURES:

= Made In USA

Long Life >10 Years

RoHS-6 Compliant

100% Pb-Free (Unlike X7R Ceramic Caps)
Proven Dielectric

Ultra Low ESR

High Ripple Current

No Cracking
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HEV boost converters

PFC front ends and SMPS off-line
RFI/EMI suppression

DC/DC converters

AC/DC converters
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Green Hills Software,

the embedded expert,
offers complete embedded
development solutions for
Intel processors including
the new Core i7, i5, and 3.
For board bring-up and the ultimate in low-level run control, the Green Hills Probe
offers the fastest download speeds of any JTAG debug probe, and the MULTI IDE
provides advanced debug, profiling, analysis, and visualization tools that help
developers find and fix bugs fast. The INTEGRITY RTOS rounds out the offering with
a mathematically proven, secure framework and trusted real-time foundation for
building the most reliable and secure software available - bar none. INTEGRITY
Secure Virtualization utilizes Intel VT to securely host guest operating systems

(i.e., Linux, Windows) alongside native applications.
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Flight-ready PC/104-Plus

In This Issue

SFFs band together to face
the battlefield

First-person shooter
games aside, modern
warfare involves an
array of advanced
technologies work-
ing in tandem to
provide the greatest
performance with
the highest reliability,
a difficult feat in harsh, space-constrained
environments. Small Form Factor (SFF)
boards, which are finding increasing
acceptance in defense applications, must
support and enhance a variety of embedded
products, from touch screens to mission
computers to software, as part of a cohesive,
interconnected COTS military system.

This edition of MIL/COTS DIGEST highlights
rugged SFF products specifically designed
to meet military specifications for extended
temperature, humidity, EMI, and other chal-
lenges typical of defense applications. These
compact modules, including an ARM9 RISC
computer, video encode/decode PMC card,
and MIL-STD-1553A/B PC/104-Plus board,
offer low-power operation and flexible
programmability. Ethernet cards including a
GbE switch card and family of LAN modules
likewise provide numerous I/0 options

and connectivity, while a PCI/104-Express
serial board enables expansion from legacy
PCI-104 cards to PCI Express stacks. And,
as an integral part of any SFF system, a soft-
ware board support package facilitates the
development of LabVIEW applications for
MIL-STD-1553 and ARINC 429 hardware.

In addition to these rugged SFF products,
this issue of MIL/COTS DIGEST, compiled

in association with our sister publication
PC/104 and Small Form Factors, features two
articles covering the topic of rugged gear
for today’s battlefield. Parvus examines a
military-grade flight display system built on

a PC/104-Plus platform while Ampro ADLINK
Technology discusses the benefits of using
EFI BIOS in SFF designs for extreme rugged
applications. Both articles emphasize the
importance of rigorous design throughout an
entire system, from the smallest hardware
components to the software running

the program.

Chris A. Ciufo, Group Editorial Director

he PC104p-1553is a rugged, full-featured PC/104- Plus module
Twith up to two dual-redundant MIL-STD-1553A/B data bus

streams, providing a flight-ready MIL-STD-1553A/B interface
for avionics applications. Using a high-performance FPGA-based
hardware architecture, the module includes six fully program-
mable discrete I/0 lines and 128 MB of DDR2 SDRAM to handle high
volumes of data and complex simulations. Each MIL-STD-1553A/B
channel can be configured to simulate a bus controller, bus monitor, or 31 remote termi-
nals. Offering an IRIG-B time code decoder for common time source synchronization and
a -40 °C to +85 °C extended temperature range, the PC104p-1553 comes with AIM-USA's
MIL-STD-1553 Object Wrapper Layer (OWL) C and C++ interface library for intuitive, object-
oriented interfacing to the module. Software drivers for Windows, Linux, and various RTOSs
(VxWorks, Integrity, Lynx0S) are available.

AIM-USA

High-def MIPEG-4 PMIC

video capture/compression PMC interface card that

uses an ASIC for low-power compression, making
it suitable for deployment in harsh environments such as
naval, jet, helicopter, and UAV platforms. Using the H.264
baseline and main profile up to L4.2 (MPEG-4 Part 10/AVC),
the card provides real-time compression of resolutions up to 1920x1200 pixels. Available con-
figurations include one channel of 1080p60 encode/decode or two channels of simultaneous
encode/decode at resolutions up to 1080p30/1080i60. Each I/0 can be selected from digital
DVI, analog RGB, or PAL/NTSC composite. Captured video can be compressed or transmitted
via a 33 MHz, 32-bit PCl interface. Offering less than 12 W power dissipation, the flexible PMC
card is available with a -40 °C to +85 °C operating temperature.

www.cwecembedded.com
CURTISS-WRIGHT CONTROLS EMBEDDED COMPUTING

The PMC-281is a rugged MPEG-4/H.264 high-definition

Rugged GbE switch
card

card with 10 triple-speed 10/100/1000 Mbps ports

for connecting IPv4 and IPv6 devices. Designed
to meet MIL-STD-810G specifications for -40 °C to
+85 °C operating temperature and up to 95 percent
humidity tolerance, this SFF Layer 2 switch provides
enhanced situational awareness and IP net-centricity in space-constrained military applica-
tions. An RS-232 console is available for Command Line Interface (CLI) management, status
LEDs, and zeroization. Featuring an onboard microprocessor for local/remote monitoring,
the card offers support for Quality of Service (QoS) traffic prioritization, Virtual LAN (VLAN)
trunking, Simple Network Management Protocol (SNMP), and Rapid Spanning Tree (RSPT)
redundancy. The COM-1268 can be used alone or integrated into a military-hardened
enclosed switch subsystem, mobile router subsystem, or mission computer platform.

WU parvus.com PARVUS CORPORATION

The COM-1268is a rugged PC/104-Plus GbE switch
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Triple Ethernet

Robust 8-port serial board modules

422/485 add-in card with rugged filtering on all ports for

immunity to EMI and noise. With a PCI-104 connector
for transitioning from legacy PCI-104 cards to PCl Express
stacks, the board offers eight serial ports up to 15.625 Mbps
and 9-bit data support with 128-byte FIFOs per port. In
addition to fail-safe transceivers, the Xtreme/104-Express
incorporates -40 °C to +85 °C operating temperature-grade
components to withstand harsh environments.

www.connecttech.com
CONNECT TECH, INC.

The Xtreme/104-Express is a PCI/104-Express RS-232/

TRIGET-3M

he TRIGET family consists of robust
TPC/104-P/us LAN modules that enable

system expansion with up to three
rugged GbE controllers. Using a PCl-to-PCl
bridge, each module requires only one
PC/104-Plus slot, allowing up to three more
PC/104-Plus boards to be added to the stack.
The modules offer 33 MHz/66 MHz PCl opera-
tion and support both 5V and 3.3 V signaling.
A -40 °C to +85 °C extended temperature
version is available.

www.mpl.ch MPL AG

MIL-STD LabVIEW
BSP

Advantech's new line of Intel® Core™ i7 AD\.\NTECH

computer-on- modules, single board
computers and industrial motherboards brings
revolutionary power and efficiency to today's
demanding projects. Faster, intelligent multi-

core architecture equals outstanding results The BU-69093 LabVIEW Support Package

wt_‘ngn paired _With telecom_, automgtior_‘l, enables the development of LabVIEW
military, medical and gaming applications. applications for DDC’s MIL-STD-1553

and ARINC 429 hardware, including the

BU-65590C rugged multiprotocol PC/104-Plus
% card (pictured). The package provides all
_ - the necessary Virtual Instruments (VIs) to

develop a versatile LabVIEW application,

SOM-5768  AIMB-270 AIMB-580 PCE-5125 Advantech Corporation including fully functioning front-panel user
e T e D 38 Tesla, Suite 100 samples, block diagrams, and connector
Sl il L S ) gg:;r::m. Irvine, CA 92618 panels..Features inclgde an intermediate-
Chipsat PCle 16 LAN E:ggual Toll Eree: 800-866-6008 level Vlinterface for quick startup_and a set of
Fax: 949-789-7179 low-level Vis for advanced functionality and

U_“s. Email: ECGinfo@advantech.com customization in unique applications.
] www.advantech.com www.ddc-weh.com

DATA DEVICE CORPORATION
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TRI-M

Compact ARM9 computer TR iy

PC/104 Can-Tainer

computer housed in a compact, rugged

enclosure rated to a -40 °C to +85 °C
operating temperature range. Based on
the 200 MIPS Atmel AT91SAM9263 micro-
controller with a 32-bit ARM instruction set,
the platform offers up to 256 MB RAM and
256 MB flash memory plus a high-level,
object-oriented .NET Compact Framework interface. In addition to standard I/0, the system supports
LCD and resistive touch-screen controllers.

www.sealevel.com SEALEVEL SYSTEMS

The Relio R9is an ARM9 embedded RISC

Rugged anodized aluminum PC/104 enclosure
designed for harsh environments, AR

Isolaling shock mount and an internal stack &
vibration mount provides maximum protection ¥ 4
from high frequency vibrations and low {

frequency G-forces. i

CIoTO11°

o TS S

+3.3V, +5V, +12V & -12V DC output
BY to 40V DC input range

ngh Eﬂ'cnenﬂfgio 95% l
PC/104 compliant
Extended temperature: -40°C to +85°C
e 7 | ¥
Witra-Rugged COTS mputers; 1V 1
Routers, & .mrntn,he' Qualified for;
MIL-STE" Performance in Flatferm 168 Watt Max with HPS-UPS firmware.
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Modern military aircraft demand display panels that fulfill rigorous standards for flight certification and enable expansion for
future requirements. This case study examines how engineers designed a military-grade display system built around a modular

PC/104-Plus platform.

Ruggedizing Poseidon for the
future battle space

Boeing’s latest military derivative air-
craft, the P-8A Poseidon, is a testament
to the technical innovation taking place in
military aircraft design. Capable of broad-
area maritime and littoral operations, the
P-8A will influence how the U.S. Navy’s
maritime patrol and reconnaissance
forces train, operate, and deploy.

Ensuring the success of the P-8 A’s mission
requires tracking the operation of various
electrical components inside the aircraft.
To help pilots with this task, test display
panels are placed inside the cockpit to
inform both the pilot and copilot about
how these subsystems are functioning
as the new platform undergoes flight
qualification. Because of stringent Navy
avionics requirements and various mili-
tary standards, these flight display panels
must be ruggedized to guarantee optimal
performance.

Combining computing power and
display functions

To build these cockpit display systems
(shown in Figure 1), Boeing collaborated
with Parvus Corporation to provide the
Flight Test Display (FTD) and the Instru-
mentation Crew station Control Panel
(ICCP) for the P-8A Poseidon aircraft.
The project also involved designing a
custom DVGA switch to simultaneously
display the data on both of the cockpit

FTDs. Boeing selected these displays
because they allowed engineers to lever-
age existing COTS hardware that was
hardened to the operational parameters
expected to take place during the
Poseidon’s flight testing. A Dzus rail-
mount panel and set of flip-down display-
mounting brackets were configured for
these COTS designs.

Parvus engineers set about the task of
developing the ICCP by combining the
proven durability and power of the com-
pany’s DuraCOR mission computer with
its legacy COTS Multi-Function Display
(MFED). The ICCP later became the
DuraVIS 4300, a new MFD for present-
ing flight, sensor, mapping, advisory, and
other information to the crew.

Figure 1 | The P-8A Poseidon cockpit uses test display panels from Parvus Corporation to track the
operation of various electrical components inside the aircraft. (Photo courtesy of Boeing.)
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Engineers designed each
subassembly with a pressure
differential per a robust set of
rules, including a safety margin
of 200 percent, to maintain

structural integrity ...

Overcoming EMI roadblocks

As work began on the ICCP, engineers
quickly learned that ruggedizing these
displays to meet the Navy’s exacting
requirements for flight certification re-
quired creative engineering. For example,
the displays created some difficulties
with EMI that initially prevented the
system from passing certification tests.
MIL-STD-461E test parameters required
compliance with CE101, CE102, CS114,
RS101, RS102, and RS103 requirements
for conducted and radiated emissions and
susceptibility across various wavelengths
and frequencies. To alleviate this issue,
engineers worked with a manufacturer
that produced a specialized indium tin
oxide material to develop a coating that
would provide the right level of clarity
and brightness while preventing electrons
from entering or escaping the displays.
The coating they developed immediately
passed testing without presenting any
additional EMI issues.

The end result was a robust, flight-
qualified mission computer that included
an integrated, sunlight-readable 6.5" LCD
screen equipped with an anti-glare
cover for impact protection and a high-
luminance (800-nit) LED backlight for
long lamp life and dimming capabilities.

Modularity ensures longevity

The unit needed to undergo rigorous
MIL-STD environmental and EMI quali-
fication testing and be based on open
architecture embedded hardware. In addi-
tion, Boeing wanted the ability to add
PC/104-Plus 1/0 boards into the subsys-
tem’s card slots to meet future mission
requirements. Consequently, options for
MIL-STD-1553/ARINC 429 bus control-
lers, digital I/O interfaces, synchronous/
asynchronous serial controllers, and video
capture devices were included in the system
design. A 79-pin expansion connector on
the rear panel was routed to an internal
breakout board and headers to support
application-specific PC/104-Plus card
integration without mechanical changes.

Ruggedizing to the

highest standards

Because the P-8A Poseidon is a long-
range intelligence, surveillance, and
reconnaissance aircraft intended for anti-
submarine and anti-surface warfare, the
embedded designs within the aircraft had
to endure extreme testing and engineering
revamps to ensure the highest-quality rug-
ged platform for the Navy. Furthermore,
the aircraft presented specific rugged-
ization challenges, such as altitude require-
ments, temperature variations, vibration,
and crash safety. Equipment inside the
P-8A is in a pressurized environment but
must survive decompression to altitudes
between 30,000 and 40,000 feet.

To ensure the system’s ability to operate
in a pressurized environment, engineers
utilized designs and testing results from
previous projects and applied this knowl-
edge and experience to the new unit.
Engineers designed each subassembly
with a pressure differential per a robust
set of rules, including a safety margin of
200 percent, to maintain structural integ-
rity even in the event of a sudden change
in pressure. Consequently, no issues with
pressurization or rapid decompression
were presented during qualification test-
ing per MIL-STD-810F (Method 500.4,
Procedure 3) from 1,500 feet below sea
level to 41,000 feet above.

In addition, the unit needed to survive crash
safety parameters to ensure that no portion
of the display or MFD would create a
hazard to personnel. All metal work, fas-
teners, and mechanical design consider-
ations targeted high reliability and flight
safety. Several components were bonded
to the printed circuit boards. Certain cables
were removed and cable lengths were
restricted to eliminate wire breakage under
stress. Again, the system passed qualifica-
tion testing with no changes required. In
fact, the unit survived the crash safety tests
in a fully functional state.

Thermal management often presents a
challenge for embedded designs within
aircraft, as fewer air molecules are avail-
able to dissipate heat at high altitudes.
At 40,000 feet, roughly one-fifth of the
amount of atmospheric pressure (2.7 PSI)
is available for convective or conductive
cooling compared to atsealevel (14.7 PSI).
By physically oversizing heat sinks,
performing calculations at the higher pres-
sure differential, and conducting initial
thermal evaluation tests in-house before
full MIL qualification testing, engineers
ensured that the system would perform
well in a high-altitude environment. Test
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results confirmed that the system would
meet the targeted -20 °C to +60 °C oper-
ating temperature range and -55 °C to
+71 °C storage temperature range.

In the end, the DuraVIS 4300 (Figure 2)
passed all required standards, including
MIL-STD-810F, MIL-STD-704E, and
MIL-STD-461E. Additionally, although
destined for installation in a crew envi-
ronment, the equipment was tested using
the shock and vibration conditions pres-
ent in other rough locations. The P-8A’s
flight display systems were tested to the
same shock (15 g sawtooth) and ran-
dom vibration profiles (0.022 g%/10 Hz
to 0.0026 g2/2,000 Hz) that would be
required if they were moved to harsher
environments, ensuring the highest
standard of ruggedized durability. This
robust system design philosophy has
led to follow-on projects with single-
and multi-core processors onboard the
AC-130, CP-140, and P-3.

Creating a flight display system that can
withstand environmental challenges to
meet the Navy’s stringent requirements

Figure 2 | The Parvus DuraVIS 4300 and 3006 display systems are used inside the Boeing P-8A
Poseidon aircraft.

while still being usable for pilots requires creative engineering to surmount difficult
design parameters. Installing rugged PC/104-based systems such as the DuraVIS 4300
in a prestigious aircraft like the P-8A Poseidon provides the necessary equipment to
ensure maximum interoperability in the future battle space. < -

Dave Turner is senior mechanical engineer at Parvus Corporation,
based in Salt Lake City, Utah. He has more than 25 years of engineer-
ing experience, including development programs with all branches

of the Armed Forces in areas such as B-1, B-2, F-117, F-14, A-7,
F-22, space environments, missiles, ground vehicles, and shipboard
equipment. Dave can be reached at dturner @parvus.com.
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Building robust systems requires ruggedness to be designed into the firmware and software, not just the hardware. Qi discusses
the advantages of using EFI BIOS in small form factor designs for extreme rugged high-reliability applications such as

military systems.

Extensible Firmware Interface (EFI)
provides the current direction for the
BIOS functionality needed in embedded
systems. New EFI-based solutions can be
used to make rugged embedded applica-
tions significantly more robust, secure,
and reliable.

The following discussion focuses on
embedded EFI BIOS, pre-boot applica-
tions, interfacing to custom hardware
using EFI drivers, and EFI’s ability to
provide the Small Form Factor (SFF)
market with an enhanced rugged embed-
ded solution for critical applications.

EFI history

Dating from the late 1990s, EFI is an
Intel development aimed at replacing the
traditional BIOS that has been present on
PC architecture systems and embedded
motherboards from the beginning of their
history. EFI is therefore already a signifi-
cant development for the embedded sys-
tems industry because of the prevalence
of the BIOS it aims to replace.

EFI provides a more straightforward
method for interfacing user applications
to hardware functions on the mother-
board compared to the complex and
unwieldy mechanisms typically needed
in traditional and current non-EFI BIOS
implementations.

Rugged by design

Because failure is not an option in rugged
embedded systems, rugged embedded
design philosophy must include the most
robust and reliable approaches to avoid
failure.

Achieving robustness is not just about
using high-reliability hardware that can
survive extremes of temperature and
shock and vibration; it also applies to
the software and firmware within the
system, which must behave reliably and
predictably in all situations. Rugged-
ness in hardware is achieved by using the
highest-quality components and imple-
menting the most careful and rigorous
design approaches with no compromises.
In short, ruggedness must be designed
into the hardware product.

Firmware and software robustness is
likewise achieved by design. Only the
most well-proven software elements

should be used. This is where EFI offers
significant advantages over traditional
ad hoc BIOS approaches, providing cus-
tom hardware with established interface
capabilities for user software applications.
Complex low-level interfaces to hard-
ware are handled by proven EFI drivers,
ensuring implementation reliability.

Many extreme rugged SFF systems
include complex hardware features that
must be accessible by the user applica-
tion. EFI drivers offer a suitable solution
for interfacing this underlying hardware
to the user application that controls such
a system.

Benefits of pre-boot applications
A pre-boot application typically runs
after all power-on self-test and diagnos-
tics have completed and before the OS
loader runs to boot the OS. See the time
flow shown in Figure 1.

Boot OS
Loader

o Load EFI Run EFl
Initialize : D Pre-boot
Drivers 9 Applications
—— I—
Time Pre-boot
————————

configuration tasks outside the 0S environment.

Figure 1 | The EFI BIOS boot process enables pre-boot applications that can perform security and
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Using a pre-boot application allows
specific customer actions to be performed
using customer code before the OS boots.
The EFI environment provides a proven
pre-boot shell that customers can use to
develop and run their EFI pre-boot appli-
cations, such as setup, OS installation,
diagnostic, or configuration utilities.

Specific examples of pre-boot applica-
tions include checking the file system on
the disk for the presence of certain files,
verifying if sufficient storage space is
available, confirming that the necessary
peripheral devices are present and func-
tioning, implementing special security
features, encryption and de-encryption
routines, data integrity verification prior
to boot, automated device configura-
tion, and user selection of bootup device
options prior to boot. With EFI, all of these
functions can be completed prior to OS
boot by customer code using high-level
API interfaces in C instead of rewriting
complex low-level BIOS code. Thus, EFI
pre-boot applications are often used to
check the boot environment by customer
code before the OS boots, which is easier
than using traditional BIOS approaches.

Other areas where pre-boot applications
are helpful include hardware diagnostics
(for example, checking if a hard disk
device is connected and functioning cor-
rectly), testing and verification of custom
hardware functionality prior to booting
the OS, OS selection and installation,
and other security and configuration
tasks that need to be performed outside
the OS environment. Using EFI, pre-boot
applications can achieve higher levels of
system reliability and control than what
was previously possible.

Running without an OS

EFI also enables custom systems to run
user applications in a non-OS environ-
ment. Instead of booting to the OS, the
EFI runs a user application directly.
This approach does not match the needs
of all customers, as some applications
require the complexity and multitasking
capability an OS provides. But for some
developers working with applications that
are well-developed, stable, and do not
make extensive OS calls, the possibility
of not needing an OS can be attractive for
multiple reasons. These include design
robustness due to the removal of the com-
plex OS, extra storage space that would
have been consumed by the OS, lower
cost, and faster execution.

User applications running directly from
EFI provide the fastest possible boot time
and are suitable for systems that imple-
ment a dedicated function. Execution
speed and interrupt response times can
be made fast and predictable in a non-OS
environment.

Another advantage to running an applica-
tion directly from EFI is enhanced security,
given that the security weaknesses of
a complex OS are not present and the
developer has control of all operations
performed by the system. These are impor-
tant requirements for rugged systems
developers who must provide the highest
levels of robustness and reliability.

Accessing SPI flash via EFI drivers
To demonstrate the capabilities of EFI
drivers, consider the latest Intel Calpella
platform and Ibex Peak chipset with
support for Serial Peripheral Interface
(SPI) flash, which can hold data space in
addition to the firmware code space tradi-
tionally stored in flash.

For embedded systems, SPI flash is typi-
cally used to conveniently store system
configuration information and status in
a reliable storage area. This data space
is accessible to the user application, but
accessing the space to retrieve or update
the data can introduce significant code
complexity, thereby lowering reliability.
Furthermore, implementing SPI flash
access within the user application means
that the SPI interface cannot be fully
verified during the development phase
or when the system is deployed, which is
another disadvantage for achieving high
reliability.

SPI flash is accessed over a 4-wire inter-
face consisting of clock, data input and
output, and chip select. Controlling this
hardware directly requires in-depth
knowledge of the interface, timing, and
protocols; thus, using a dedicated SPI
driver to manage the interface is a more
satisfactory solution than implementing
SPI flash in the user application.

EFI provides a simple solution for this by
tasking the EFI drivers with handling the
complexity of driving the SPI interface
and accessing the appropriate address
space for the platform data. EFI thereby
provides the SPI device with a higher-
level interface in the form of an API for
the user application. This gives user appli-
cations a straightforward way to access
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Built-in software reliability
The Ampro by ADLINK Express-CBR
COM Express module pictured in

Figure 2 provides an example of an ﬁ
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embedded design for applications that
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software/firmware.
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Figure 2 | The Ampro by ADLINK Express-CBR ARINC-42

COM Express module uses EFI BIOS to improve

software reliability. D i sC ret 2
Hardware ruggedness is achieved by Serial
component selection and an Extreme

Rugged design methodology to enable MIL-STDO -7[] 4
reliable operation from -40 °C to +85 °C. F
On the firmware side, EFI is provided
and enables the extra features and capa-
bilities described earlier, such as pre-boot
applications. EFI software drivers allow
easy software access to the two SPI flash
devices’ separate storage spaces for pro-
gram and data storage requirements. The
software accesses the SPI flash storage
using robust and verified drivers, thereby
enhancing overall software reliability.

Systems based on EFI thus provide sig-
nificant features for developing secure,
extreme rugged embedded applications :
compared to those based on legacy BIOS T

implementations. For many applica- SImmi

tion areas, EFI offers new and valuable - sa-eﬂm
capabilities that are relatively straight- - Systems Dala Recorders Avid 11

forward to implement. Because of the | [ Couplers  Terminators Conf

reasons discussed earlier, it is expected LS

that EFI will become widely adopted in
the embedded systems industry as the
implementation of choice that might even-
tually replace BIOS altogether.
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Special: Cloud computing defies the "Wild Blue Yonder

Cloud computing offloads legacy hardware,
balances loads, and puts the focus back

on the application

Interview with ClA veteran Bob Flores
and Appistry founder Bob Lozano

EDITOR’S NOTE

Bob Flores

Though the precise technicality behind Internet-based “cloud computing” is not often understood, we’ve all heard of —

and likely used — at least one of its incarnations: Google, Amazon, Yahoo, Facebook, or even SalesForce.com. However, you
might be surprised to learn that the Defense Information Systems Agency (DISA)’s fiscal year 2011 budget estimate states
that, “The President’s FY 2010 budget emphasizes the trend towards cloud computing as a key tool for improving innovation,
efficiency and effectiveness in Federal IT. The FY 2011 funding will continue ... towards a more elastic computing, or

cloud computing, environment.” To explore this forthcoming DoD adoption of cloud computing, Editor Chris Ciufo recently
interviewed Bob Flores, a 30-year CIA veteran and Bob Lozano, founder of Appistry, to explore the emerging trend.

Edited excerpts follow.

MIL EMBEDDED: So I use simple
cloud computing services such as
salesforce.com, Google documents,
or Dropbox, accessing them from

my Internet browser while the actual
application resides elsewhere and the
“magic” just happens?

LOZANO: Absolutely. How cloud com-
puting works is that there’s the infrastruc-
ture at the bottom layer,
sometimes referred to as
Infastructure as a Service
or “IAAS.” Then there’s
the cloud platform or
“Platform as a Service” in
the middle. And then there
is “Software as a Service
offering” or “SAS” at the
top. All the examples you
cited are Software as a
Service offering.

MIL EMBEDDED: I assume Appistry
provides the cloud platform in the
three-layer model?

LOZANO: That is correct. So as a plat-
form provider, we make it very simple for
anybody who wants to make their own
Software as a Service offering.

MIL EMBEDDED: So can users use their
own existing infrastructure?

FLORES: Right. They can use their
existing application layer and existing
hardware layer, and they can stick
Appistry in the middle of it. Appistry
takes the applications and spreads them
across the computing resources that are
available. So users are not locked into a
certain server. Through the management
piece, users can also limit an application
to certain servers if they want to.

‘ An arbitrary number of computers can
look like one computer to the application, so that
developers don’t have to do a lot of extra work
as the application grows. This is accomplished again
through cloud computing’s capability to
scale up and down or its ‘elasticity.’

MIL EMBEDDED.: Is the infrastructure
hardware typical rack-mount servers
like you’d see in any ISP or in the
Internet cloud?

LOZANO: It can be. It can also include
much more aggressive commodities from
there. One way to think about it is an ISP. If
it’s primarily doing purely Web-based serv-
ing or Web-based technologies, then it will
tend to be more consistent, for rack-mount

MILITARY EMBEDDED SYSTEMS

1U kinds of things. But in many cases they
might have dialed it up for things like the
database and that sort of thing. We would
enable that to be rack-mount style or even
more commoditized [platforms].

FLORES: [Appistry’s SAS] can also be
utilized on virtual servers, alleviating
the need for homogeneous or expensive
dedicated “iron.”

MIL EMBEDDED:
You’re saying the
Appistry SAS does a good
Job of abstracting legacy
hardware and legacy
applications and enables
tech insertion and tech
refresh. So could the
Aegis control system, for
, , instance, be taken from
its existing infrastructure
and ported to something
different, or be spread across other
pieces of Navy infrastructure?

FLORES: Perhaps, it all depends on
exactly how it was written.

LOZANO: At a high level, there’s the
infrastructure level out there that either
comprises physical or virtual servers, as
we mentioned. But another question that
arises when, let’s say, [ have 10 or 100,000
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of these servers is: How am I going to
assure that they’re all operating with con-
sistent “fuel” for the applications?

Appistry handles this scenario via the
Cloud IQ Manager, a hardware manage-
ment platform. That way, the platform
utilizes self-organization techniques, a
lot of pretty advanced concepts so that
the operator doesn’t have to worry how
many servers are operating, whether
10 or 100,000.

FLORES: And not only that, cloud
computing is also known to be “elastic.”

To illustrate this concept, let’s take some-
thing like a payroll application. If the
payroll runs once a month, then when it’s
between run times, it might actually be up
and running and processing tasks, but it’s
not doing its heavy computer-intensive
executions and so it won’t require the
computer resources that it will when it’s
actually payroll time. In the past you
didn’t have any choice. You would have
to say, “Well I have to account for surge,
so I have to go buy a server or a bunch of
servers that are big enough — or if I lash
them together they’ll result in a server
that’s big enough to handle the load when
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I surge on this payroll application that
I’m processing.”

MIL EMBEDDED: Meaning: You
had to design to the worst common
denominator.

FLORES: That’s right. But with cloud
computing, you don’t have to do that
because the Appistry layer will help moni-
tor the application by saying, in essence,
“Oh you need more resources? No prob-
lem. I see some other resources out here.
I can grab those resources and allocate
them to you while you’re doing your surge
processing and then I'll release them.”

MIL EMBEDDED: So the big benefits
of cloud computing, then, are resource
elasticity and resource loading such
that you can bring additional
processing on-the-fly?

FLORES: Yeah, it’s kind of both. In the
past we’d say, “OK, well we know what’s
going to happen if the payroll needs to
surge, we're going to need this kind of
CPU resources” and, “Oh well, if the
financial application needs to surge, then
it needs this kind of resources available.”
And you basically had to add the two
together; you could never rob Peter to
pay Paul, but now you can. And so now
maybe instead of having x+y, you only
need to have x + half of y [processing
resources].

MIL EMBEDDED: Is cloud computing
reliable?

LOZANO: Yes. Let’s say you have a
server that can be used for anything from
simple Web applications to much more
sophisticated distributed applications,
things like next-generation applications
and so on. Then for example, suppose you
wanted to make those commodity proces-
sors more reliable. Using a platform layer,
configured around our Cloud IQ Engine,
many virtual or physical machines’ infra-
structures are “ganged” so that they all
look like one compute resource and can
back each other up.

That way, an arbitrary number of com-
puters can look like one computer to the
application, so that developers don’t have
to do a lot of extra work as the applica-
tion grows. This is accomplished again
through cloud computing’s capability
to scale up and down or, as mentioned
before, its “elasticity.” It means things



like if you need it to be more reliable
because maybe there are increased drop
levels, then you can dial up the level
of reliability provided. It will happen
without a lot of manual interaction or
programmatic work.

MIL EMBEDDED: So Mr. Flores,
you’re a CIA veteran. What is
your perspective on all this from a
government adoption standpoint?

FLORES: I'm on Appistry’s federal
board of advisors as well as an indepen-
dent member on their board of directors
because they have a technology that
I totally believe in. And it’s vitally
important for government entities — be
they defense, intelligence, or other — to
embrace cloud computing in a big way.
For most government agencies that’s
going to mean private clouds, as opposed
to public clouds, however.

MIL EMBEDDED: What are the
drawbacks of that?

FLORES: Obviously there is a whole host
of reasons why a government agency
might not want to have its data out in a
public cloud, but government can still
gain the economies of scale that the
cloud offers by building their own private
cloud. And when I say building their own,
it doesn’t necessarily mean that they take
everything government has today and
throw it out; it just means they would use
it more efficiently.

MIL EMBEDDED: What are the
challenges then? Why hasn’t this
happened to any significant level,
or has it?

FLORES: The challenge is that there are
a lot of sunk costs in applications already
within the government. And so if you
want to have an application that natively
understands a cloud, then it has to be writ-
ten for that. And so that requires a whole
different level of skill and programming
to do that. Things like Appistry come
along and, as mentioned, they preclude
you from having to do that.

And the defense industry is very excited
about cloud computing. For a long time,
the scientific community had what they
called “grid computing.” And so that was
a similar kind of concept but not really
the same thing. With grid computing, you
were actually reliant on the hardware that

you had in place, and up until recently
you didn’t really have this virtualization
concept that came into play. But that’s the
whole beauty of “the cloud.”

MIL EMBEDDED: How fast do you
think the DoD will really adopt cloud
computing in a forward-moving way?

FLORES: The key thing in all of this is
that the big brass in the DoD world for
the most part gets it. And so they’re push-
ing from the top to make this happen, and
then the geeks in the basement are push-
ing from the bottom to make it happen.

And that’s the fastest way to get anything
done within the government, believe me.

MIL EMBEDDED: I#’d be interesting
to find out how this might affect

the primes and subs in the middle.
Can they actually go out to a COTS
company like Appistry and say,
“Well gee, it actually exists and we
don’t have to write this from scratch.
There go our IDIQ contracts...”

FLORES: That, frankly, is an issue with
some of the integrators, and that’s where
it takes some very strong leadership
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Special: Cloud computing defies the “Wild Blue Yonder

from the contracting officers within the
government.

MIL EMBEDDED: What’s the biggest
challenge then for Appistry in this
market space? Is it getting the word
out? Is it convincing the system
integrators?

FLORES: In my view, it’s not a technology
challenge, it’s more of a fiscal challenge.

It requires “new think,” and new think
requires new contracts. And there have
been a lot of cuts. So the agencies, partic-

ularly the intel and DoD agencies, unless
they particularly apply to the efforts in
theater, they’re under a lot of scrutiny and
pressure to keep costs down. The govern-
ment works in one- and two-year money
blocks. For them, the ROI has to happen
(in the case of the intelligence agencies)
within a year, in the case of DoD within
two years.

We have to remember that for the
most part, the existing working budgets
were defined three years ago and some-
times can’t change rapidly to reflect
new ideas.
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Bob Flores is the Founder and
President of Applicology Incorporated,
an independent consulting firm
specializing in informatics and cyber
security issues. Prior to starting
Applicology, Bob spent 31 years at the
Central Intelligence Agency where he
held various positions in the Directorate
of Intelligence, Directorate of Support,
and the National Clandestine Service.
Toward the end of his career at the
CIA, he spent three years as the CIO’s
Chief Technology Officer, responsible for
ensuring that the Agency’s technology
investments matched the needs of its
mission. During this time Bob was
also the Agency’s representative on
several government-wide information-
sharing committees and councils. In
addition to his senior-level leadership
and management positions, his career
included assignments in applications
programming, training and education,
contract and project management,

and line and staff management roles
at various levels of the Agency. He
holds Bachelor and Master of Science
degrees in Statistics from Virginia
Tech. He can be contacted at
bob.flores @applicology.com

Applicology Incorporated
703-565-2788

www.applicology.com

Bob Lozano is an experienced
entrepreneur, author, and cofounder
of Appistry, a provider of cloud
application platforms. Bob serves

as Chief Strategist, after being the
founding CEO. Bob previously founded
and led PaylinX, a pioneer and leader
in ecommerce payments (acquired

by CyberSource {CYBS} in 2000).
Prior to PaylinX, Bob founded several
additional companies and held positions
with SBC (AT&T), Monsanto, Sandia
National Laboratories, and Intelligent
Computer Systems. Bob holds a BSEE
from the University of Missouri and
an MSEE from Stanford, and has
lectured on artificial intelligence at
Washington University in St. Louis.
He is the co-author of “Executive’s
Guide to Cloud Computing” (Wiley,
April 2010). He can be followed on
twitter at boblozano or contacted via
email at bob@appistry.com.
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There’s still truth to the classic remark
attributed to Napoleon Bonaparte: “An
army marches on its stomach.” Today’s
military runs on electric power (and also
still on its stomach). But while food can
be brought in from outside sources, AC
power must be obtained either from local
utilities or from closeby generators. And
compared to power supplied by utilities
throughout most of the United States and
many other countries, the local or gen-
erator power provided in many military
locations is subject to many problems.
Among these issues are 1) brief or pro-
longed “brownouts” — sags in voltage
levels, which can also be caused by
excessive demand by other devices;
or 2) outages — periods of seconds or
minutes with no power at all.

If not prevented or mitigated, these AC
power sags and outages can interfere with
application or device operations. Other
possible ramifications include scrambled
data and damaged hardware, which in
turn increase the potential for mission

failure, personnel injury, or even death.
To the rescue: Uninterruptible Power
Systems (UPSs), which can be used to
mitigate these power sags and outages'.
Meanwhile, a thorough understanding of
UPS topology choices and battery chem-
istries is imperative for proper selection
of power alternatives that can offer the
longest lifetime possible in today’s heat-
intensive military environments.

UPSs versus “the old way”

UPS performance requires that the battery
retain its ability to hold a charge (capacity),
deliver this power as needed, and recharge.
One key indicator of battery life and
health is the number of discharge cycles
the battery is rated for. A typical number
is 260 cycles; thus, if batteries are being
used in “standby service” — meaning the
batteries are rarely cycled or discharged —
they should last the full rated life.

Several factors can degrade battery per-
formance and lifetime, particularly: how
frequently and deeply abattery is discharged

or “cycled,” and also temperature. (These
circumstances are also likely in many
industrial and field-service scenarios.)

Given that these UPSs are often in remote
field locations, re-provisioning is often
expensive and inconvenient — and might
be difficult on short notice. Reprovision-
ing is also an added expense — on top of
the cost of more-frequent fresh batteries
and returning, recycling, or disposing of
the old ones. Of even greater concern
is that an overstressed UPS battery that
has not been replaced in time might fail
at a critical time, with potentially serious
consequences.

However, the good news is that various
methods exist to help mitigate excessive
battery drain and environmental heat,
including:

B Selecting an appropriate UPS
topology

B Selecting a more heat-tolerant
battery chemistry

! Generators or other on-site technologies are needed to address longer utility outages or locations with no utility power available. And UPSs are still advised in concert with a generator.

e

\' Designed and

o

- A

Sy TR —

DC/DC ca
ronous rectification for >90% efficiency to meet the

1-978-849-0600 www.Syn@or.com/ESM "

_—
. -

MILITARY EMBEDDED SYSTEMS

March/April 2010 U9



Technology: Tough enough?

UPS topology impacts

battery lifetime

UPSs come in three topologies: Off-Line,
Line-Interactive, and On-Line, each of
which has its own unique effect on battery
lifetime.

Off-Line UPS

The Off-Line UPS, during utility mode
operation using the externally provided
power, essentially feeds the utility power
directly to its output. Since undervoltage
can be as bad for operations as zero
power, an Off-Line UPS is designed to
transfer to battery mode not only when
utility power fails, but also when it drops
below a specified level (typically, for a
120 VAC line, 102-105 VAC). This type
of drop might occur during a brownout or
a sag, for example.

In a location with a sustained low-utility-
voltage condition, an Off-Line UPS can
continuously transfer into and out of bat-
tery mode, resulting in battery overcycling
and significantly shortening battery life.
Additionally, in some cases the batteries

might never have a chance to recharge,
rendering the UPS useless.

Line-Interactive UPS

The Line-Interactive UPS incorporates
an internal tap-switching transformer
circuit, often referred to as an Automatic
Voltage Regulation (AVR) circuit. This
circuit monitors the utility voltage
and, when appropriate, automatically
switches transformer taps to increase
or lower the UPS output voltage in
gross steps, to sustain the target volt-
age while avoiding going to battery
power as much as possible. Depending
on the brand and model, the output volt-
age is maintained between =12 percent
(105.6-134.4 VAC) down to +5 percent
(114-126 VAC) without having to switch
to the battery.

While this is an improvement over the off-
line design, some line-interactive designs
must transfer to battery mode during the
tap transfers; thus, in locations with an
unstable utility voltage, the batteries are
again subjected to overcycling.

On-Line UPS

The On-Line UPS is also known as
“dual conversion” UPS. On-Line UPS
converts the utility power to a filtered
DC current, which is then electronically
regulated and supplies a continuous duty,
sine-wave inverter circuit. This inverter,
in turn, regenerates new, tightly regu-
lated AC power to its output — typically
+2 percent voltage regulation — hence the
“dual conversion.”

The On-Line UPS can avoid drawing on
the battery, yielding an ever-wider utility
voltage range than the Line-Interactive
UPS: typically -25 percent to +15 percent
or 90-138 VAC. Thus, using an On-Line
UPS greatly reduces the number of battery
cycles versus the other UPS topologies in
locations where the utility power level
fluctuates frequently.

Disparate battery chemistries

tolerate discharge, heat differently
Heat, whether due to buildup in a small
or enclosed space or because of ambient
weather, also significantly impacts battery
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Technology: Tough enough? )

performance. Insulated enclosures and
other design approaches can shield UPS
batteries from some heat buildup. Another
approach is to use a battery with better
heat tolerance.

The typical usable lifetime of a VRLA
battery under normal operating condi-
tions — such as being operated in a 25 °C
(77 °F) temperature environment — is
three to five years; thereafter, VRLA
battery capacity and/or ability to hold
a charge might decline below accepted
thresholds.

For well over two decades Valve Regulated
Sealed Lead-Acid (VRLA) batteries
(which are related to, but not the same
as, those found in automobiles, RVs, and
boats) have typically been used to provide
the backup power for most UPS products.
These batteries have the high energy stor-
age capacity needed for UPS applications
and are available at a low cost.

Unfortunately, typical VRLA batteries
do not tolerate high temperatures. As
the battery gets warmer, its lifetime and
storage capacity degrade, as does the max-
imum current it can output. So instead of
getting 15 minutes of backup time during
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a power outage, the user might only get a
few minutes. Also, in a sustained 50 °C
(122 °F) environment, the same battery
will have a service life of less than one
year (see Figure 1).

Within the past few years, improved VRLA
batteries with longer life are becoming
available from companies including CSB
Battery Co., Ltd. (www.csb-battery.com).
These new VRLA batteries have up to
a remarkable 10-12 year rating at room
temperature, and somewhat better heat
tolerance levels have become available —
with pricing competitive to the traditional
five-year VRLA batteries. Additionally,
these new VRLA batteries have some-
what better operational life at higher
temperatures — up to four years at 50° C.
This makes these new VRLA products
better matches for UPSs in heat- and
power-challenging environments.

In 2009, Falcon Electric introduced the
first UPS with long-life, high-temperature
batteries. The SSG Series UPS is rated
to 55 °C, and the internal batteries are
rated to operate for four years at 50 °C.
These new batteries, housed inside an
enclosure that is inserted into the UPS,
are shielded from ambient heat and
reduce TCO by significantly extend-
ing the traditional battery replacement
cycle.

However, like traditional VRLA batteries,
these new VRLA batteries’ life will be
shortened if operated above 25 °C (77 °F),
or if the proper charge level is not main-
tained? (Figure 2).

UPSs solve modern military
power issues

When looking to purchase a COTS
UPS for a specific application, a high-
temperature On-Line UPS design is a
good place to start. Through its robust
design, it represents the best reliability
model even if used in a normal ambient
temperature application. And the On-Line
topology maximizes battery performance
in the face of highly unreliable utility
power levels and availability. There’s
no downside to this choice: Particularly
where the success of military missions
and safety of personnel are at stake, it’s
the right choice.

2 The short battery life at elevated temperatures can be
mitigated to some degree by implementing good thermal
insulation practices during battery-pack design.
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Mil Tech Trends: Embedded databases invade local memory

Dataindexes boost %

embedded software’s performance and efficiency

By Steve Graves and Konstantin Knizhnik

To find information in a book, what makes
more sense: reviewing every page for the
sought-after content, or consulting the
index, to discover exactly where to look?

Surely the latter makes more sense, and
embedded software should be equally
smart. Today’s embedded applications man-
age increasing volumes of complex data.
Finding the right data — whether to route
network packets, calculate distance to a
point on a map, or achieve some other pro-
cessing goal — typically must be achieved
under real-time deadline pressure.

Fortunately, programmers can use data
indexes to improve data lookup perfor-
mance logarithmically over linear search.
Use of indexes has increased as off-the-
shelf Database Management Systems
(DBMSs) have grown to play a larger role
in embedded systems development, with
most embedded databases supporting one
or more index type.

However, in many projects, the first and
often the only index considered is the
B-Tree. This is because among the large
existing variety of indexes, only B-Tree

5S4 March/April 2010

indexes are offered universally. There is
no denying B-Trees’ efficiency for basic
search operations like exact match, prefix,
and range searches. However, for purposes
as varied as IP routing, mapping, and
query-by-form algorithm development,
less common index types can be a better
fit, resulting in faster performance and
more efficient use of processing resources
such as CPU cycles (see Sidebar 1).

The following scenarios illustrate how

two of the less common index types — the
R-Tree and the Patricia trie — are used.

Indexing choices abound

Spatial indexing and the R-Tree
Mapping and other location-based
functions are common in mobile and
embedded applications ranging from
battle support systems in combat vehicles,
to mobile phone apps for finding the
nearest pizza joint. Such applications are
based on algorithms that perform spatial
searches such as locating the nearest
object to a current location, finding all
objects near the user, and so on.

B-Tree indexes are single-dimensional:
They can’thandle the R2 or R3 coordinates

Other index types worth exploring include KD-Trees (for multi-dimensional data
and query-by-example, or QBE, functions), T-Trees for in-memory data access
and storage, Hash indexes for quickly locating a single unique index entry, and
user-defined or “custom” indexes, which extend a B-Tree to accept the user’s speci-
fied comparison function. By accessing information that is freely available on the
Internet and elsewhere, developers can learn about these index types and can
determine, in advance, whether a specific index type is needed for a new appli-
cation. Support or non-support for that index should be among the criteria used to

select a database for the application.

Sidebar 1| B-Trees are not the only index choice for embedded applications.
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used in spatial searches. A much better alternative is the R-Tree, also named Guttman’s
R-Tree after its inventor. It maps objects in space using a “bounding box.” If an object is
represented by point coordinates (X, Y), then its bounding box is a degenerated rectangle
in which the width and height are one.

For all other geographical objects (lines, polygons, and other shapes), the bounding box
is such that the top-left corner coordinates are smaller than or equal to the coordinates of
any point of the object, and the coordinates of the bottom-right corner are greater than or
equal to the coordinates of any point of the object. In other words, a wrapping rectangle
is the smallest rectangle that can fully contain a given object.

R-Tree indexes are commonly used to speed spatial searches (to discover the rectangle
that bounds a given point, find all rectangles that overlap a given rectangle, and so forth).
The application can manage all manner of shapes with help from the bounding box.

Using eXtremeDB’s database definition language, a spatial object can be described as
follows:

[* structure representing point on the map */
struct Point
{
double latitude;
double longitude;
bz

class Street {
/* vector of points specifying the street */
vector<Point> points;
/* Street wrapping rectangle */
rect<double> wrap_rect;

rtree<wrap_rect> streets_idx;

If we want to add a new street, the application must store the street’s coordinates and
calculate its bounding box:

Street street;
mco_rect_t wr;
wr.l.x = DOUBLE_MAX;
wr.l.y = DOUBLE_MAX;
wr.r.x = DOUBLE_MIN;
wr.r.y = DOUBLE_MIN;
Street_new(trans, &street);
Street_points_alloc(&street, n_points);
for (i = 0; i < n_points; i++)
{
if (pointslil.latitude < wr.l.latitude) {
wr.l.latitude = points[i].latitude;
}
if (pointsl[il.longitude < wr.l.longitude) {
wr.l.longitude = points[i]l.longitude;
}
if (pointsl[il.latitude > wr.r.latitude) {
wr.r.latitude = points[i].latitude;
}
if (pointsl[il.longitude > wr.r.longitude) {
wr.r.longitude = points[il.longitude;
}
Street_points_put(&street, i, &pointsl[il);
}

Street_wrap_rect_put(&street, &wr);

BYOB*

With the Micro Mezzanine
System™ from Technobox
you can create an array of
unique, modular PMCs.
Speed development and
reduce time to market, using
a range of reconfigurable
FPGA-based carrier boards
and an extensive variety of
/O Electrical Conversion
Modules (ECMs) that can be
assembled in thousands of
combinations.

Patented

Custom PMCs
... Easy As
1, 2, 3!
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system for future-proofed
board-level solutions. And
the logical next step in
mezzanine systems.

Additional information is available at:

www.technobox.com/mmsintro-13.htm
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PC/104 Can-Tainer

|
Rugged anodized aluminum PC/104 enclosure
designed for harsh environments.

Isolating shock mount and an internal stack o
vibration mounlt provides maximum protection 5 4
from high frequency vibrations and low
frequency G-forces.

+3.3V, +5V, +12V & -12V DC output
6V to 40V DC input range
High Efficiency up to 85% |} |
PCM04 compli;r;
Extended temperature: -40°C to +85°C {
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168 Watt Max with HPS-UPS firmware.
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Mil Tech Trends: Embedded datahases invade local memory

If a user searches for a location, the mapping application presents the result (streets)
in a window that corresponds to a map rectangle with coordinates |<min_longitude,
min_latitude, max_longitude, max_latitude>|.

mco_rect_tr;
mco_cursor_t c;
MCO_RET rc;
r.l.x = min_longitude;
r.ly = min_latitude;
r.r.x = max_longitude;
r.ry = max_latitude;
if (Street_streets_idx_search(trans, MCO_EQ), &c, (double®)&r) ==
MCO_S_OK)
{
for (; rc == MCO_S_OK; rc = mco_cursor_next(trans, &c))
{
Street street;
Street_from_cursor(trans, &c, &street);
/l display it

Patricia trie

The B-Tree can locate keys with a specified prefix, for example, finding businesses with
names that start “AAA.” But some applications must search for keys that represent the
longest prefixes of a specified value. The B-Tree can accomplish this, but only by per-
forming several iterations and searching for different prefixes of the specified value,
starting from the longest.

A much more efficient index for prefix searches is the Practical Algorithm to Retrieve
Information Coded in Alphanumeric trie (from retrieval) also known as Patricia trie.
A Patricia trie is a variation of a binary tree and typically is used for phone routing and
IP filtering. In the first case, given an incoming call and a table of operators with known
prefixes, an application must select the right operator to receive the call. In the second
case, given IP masks for valid/rejected domains, a received HTTP request should be
classified as accepted, rejected, redirected, and so on. The following database schema
defines a routing table, with a mask represented by a vector of bits (Booleans).

class Route

{
Vector<bool> dest;
uint4 gateway;
uint4 interf;
uint2 metric;

unique patricia<dest> by_dest;

www.mcobject.com

Hftp.




To locate the proper route for the received IP address, the application searches eXtremeDB
as follows, using a Patricia trie:

mco_cursor_t csr;
if (MCO_S_OK == Route_by_dest_index_cursor(trans, &csr)) {
uintl mask[4];
make_mask(mask, ip, 32);
/* find routes which mask match this IP address */
if MCO_S_OK == Route_by_dest_prefix_match(trans, &csr, mask, 32);
Route route;
Route_from_cursor(trans, &csr, &route);

The following code converts the integer number representing the IP address into an array
of bits:

void make_mask(uintl* mask, uint4 val, int bitnum)
{

int i;

val = val >> (32-bitnum);

memset(mask, 0, 4);

for (i = 0; i < bitnum; i++, val = val >> 1)

{

mask[i >> 3] |= (val&l) << (i&7);
}

The more index choices, the better the results

Knowledge of specialized indexes such as the R-Tree and the Patricia trie enables faster
development, more efficient code, and the ability to work with more complex data struc-
tures. While the well-known B-tree is sufficient for many “plain vanilla” searching tasks,
less well-known indexes can do a better job for specific application and data types: The
R-Tree is highly efficient in handling mapping and geospatial data. Additionally, the
Patricia trie is ideal for phone routing, IP filtering, and other tasks that must be accom-
plished by locating keys that represent the longest prefixes of a specified value.

Steve Graves is cofounder and CEO of McObject, a company
specializing in embedded Database Management System
(DBMS) software. Prior to McObject, Steve was president and
chairman of Centura Solutions Corporation and vice president
of worldwide consulting for Centura Software Corporation
(NASDAQ: CNTR). He also served as president and chief
operating officer of Raima Corporation. He can be contacted
at steve.graves @mcobject.com.

Konstantin Knizhnik is a software engineer at McObject,

where he is involved in the development of the eXtremeDB
embedded database system. He is also the author of several
popular open-source projects including the Java-native database
management systems Perst and Perst Lite, as well as tools that
extend the capabilities of programming languages including
Java, C++, and C#. Konstantin can be reached at

knizhnik @mcobject.com.
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Editor's Choice Products

Editor’s nofe: Military Embedded Systems is “hip” fo the whole Web 2.0 social networking revolution. While we

don’t know which of today’s buzzy trends will lust, we're going to start including links to vendors” social networks, when
provided. You can also reach us on Twitter, Facebook, and Linkedln ... and that's just for this week. Next week there'll
undoubtedly be more new sites.

Exploiting the ABCs — and more — of AMCs

The ABCs are taught in grade school as the basic foundation of all learning. In the same vein, Concurrent Technologies recently released

its AM 210,/x0x AMC processor module, but while the company has employed the “ABCs” of AMCs, they have also taken the concept
notably further than just the basics. For starters, this AMC module includes two choices of low-power Infel Core 2 Duo processors: either
1.86 GHz (SL9400) or 2.26 GHz (SP9300). Then there’s the plethora of form factors it's suited for: MicroTCA and AdvancedTCA, along with
propriefary and Scope Alliance platforms. And its application range is anything but basic: defense, industrial, security, and communications
(Voice over IP, wireless base stations, blade servers, and media servers).

Since power is a make-it-or-break-it factor in mil apps and systems, developers will be glad to know that the AM 210,/x0x’s 2.26 GHz processor version has a Thermal Design Power (TDP)
of amere 25 W ... and when melded with the Intel ICH 9M-SFF 10 Controller Hub and the Intel 6545 Graphics Memory Controller Hub, what else can result except high performance?
And this module can take the heat: Mid- or full-height front-panel versions withstand -25 °Cto + 70 °C.

Concurrent Technologies ® www.gocct.com © RSCH# 44584

Ope nVP X >-

OpenVPX™ Tutorial - Syllabus

Instructor: Elma Bustronic
ClassLocation: www.bustronic.com/openvpx
Class Time: 24/7

Course Objectives:
OpenVPX 101 covers the background of
VPX/OpenVPX and the primary elements of
the VITA 65 specification for system
interoperability.

OpenVPX Master’s Program includes
more advanced topics, including
categorization/charts and papers on
profiles and backplane configurations.

VPX Extenders, Load Boards,
RTMs, and Test Modules

Visit us today to begin your
free lessons!

bus =—=
==Ironic

Eima Bustronic

Tel: 510.490.7388  www hustronic.com  info@bustronic.com
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OpenVPX/REDI COTS SBC
from one of the Big Boys

All single board computers are similar, right?
We mean — how many ways can the same components
be stuffed onto a board after all? At first glance, the
same can be said of the PX3030 by General Dynamics,
Canada. Yes, that's right: GD, Canada. That's the
—— difference right there. This 3U VPX/REDI LRU is
T VITA 46.4, VITA 48.2, and VITA 65 compliant. All
that alphabet soup makes this Intel-powered SBC
RS E | up to snuff with the very latest open standards for
rugged VME boards. That's practically unheard of from
B a prime contractor, which fends to run behind leading
| edge by months or years. Based upon Infel’s 2009
Core 2 Duo ULV'in 1.2, 1.86, or 2.26 GHz, the board
features system-level features designed for command
and control and surveillance applications.

Max memory is a whopping 8 GB of DDR3 SDRAM
supported by Infel’s 6S45/ICHIMe Express chipset.
1,/0 consists of two GbE, two eSATA, six USB, four
serial, eight GPIO, RGB, audio, and a VITA 42.3 XMC
expansion site. Additionally, the LRU supports 2-level
maintenance features as well s an optional [PMI

1.5 subset for local and remote diagnostics and fault
indication. There’s a TPM onboard for security purposes,
a programmable FPGA, and the architecture divides the
GbE ports in such a way to facilitate MILS partitioning
for mission- and safety-crifical systems. You'll find some
of these features on many SBCs; finding them all on
one 0.85-nch pitch SBC (and many more) showcases
the board’s big-ron vetronics roofs in platforms like the
M1A2, Palladin, and M777 towed 155 mm arfillery
piece. By the way — this board is available for sale,
even fo other primes. It's not just a COTS showpiece
done for a lone program.

i
;L__A:ifé Aakaewts
3U OpenVPX

Favssnnnns

6U OpenVPX

General Dynamics, Canada
www.gdcanada.com © RSC# 44437




OpenVPX: Bring on the
supercomputing

As with most things new (and thus somewhat in the
experimental stage), you never know where they will be used ...
and that's what keeps things interestingl Case in point: We hear
about military “supercomputing” from time to fime, but this is

probably the first time we've heard about it paired with OpenVPX (VITA 65). The embodiment: GE Intelligent Platforms’
NPN240 6U OpenVPX CUDA-capable multiprocessor. Armed with two 96-core NVIDIA CUDA-enabled GPUs, the rugged
OpenVPX and VPX-REDI (VITA 48) platform can execute at up to 750 GFLOPS peak per card slot. And, to boost the
supercomputing exponentially: Several NPN240s can link with multiple hosts (or sometimes even a single host),
resulfing in multi-node CUDA GPU clusters rendering thousands of GFLOPS. This computational density comes in handy
in SWaP-constrained apps, including sonar, radar, video and graphics imaging, and sensor/signal processing foo.

Compatible with any OpenVPX host SBC, NPN240 also features parallel GPGPU (General Purpose computing on a
Graphics Processing Unit) processing, fouted by the company as a more cost-ffective alternative to ufilizing FPGA-based
technologies. Other notables include each GPU node’s 16-lane PCl Express gen2 system-backplane interface and local
DDR3 SDRAM, along with NPN240°s harsh-environment-sawy conduction-, spray-, and air-cooling options.

GE Intelligent Platforms ® www.ge-ip.com ® RSC# 44580

'Pouters & SW| rhpr alified for,
MIL-STD Performance in Platform

Modernization & SittuationallAwareness

Featuring the new edition ZFx86 .
FailSafe® Embedded PC-on-a-Chip 40
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BIOS and FAILSAFE Boot ROM 3 "
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The VT104 VersaTainer is a rugged aluminum
enclosure that can be used as either a PC/104,
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’ |
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www.tri-m.com
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(:ﬂr\ Random Password Manager is no “con,” though it's earned one

With hackers and even ferrorist organizations attempting to breach computer systems and networks on a daily basis, the DoD
eyt R g ‘ must profect its data with vice-like tenacity. One way the U.S. Army ensures security for enferprise software wares operating on its
e Army Enterprise Infrastructure network is by issuing a “CoN” or Certificate of Netwarthiness (ironically, o eliminate “cons” and security
R breaches). Accordingly, Lieherman Software Corporation’s Random Password Manager privileged identity management product recently
i received the U.S. Army CoN.

Change The pansord for an acTIurt on MYSOL database.
e Random Password Manager “automatically randomizes local administrator and root account passwords across every system in the
-t et o — enterprise.” It also permits temporary, on-demand recovery of current passwords. Additionally, unique account credentials are maintained

TS A T e, MR R ST by each system so that a decrypted local password cannot render unrestricted entire-network access. These missions are accomplished
et S IR via o wide variety of features, likely the same ones that caught the U.S. Army’s eye: 1) Password recovery — Thanks to a secure Web
Een A interface, local passwords can be temporarily checked out by users; 2) Hardware encryption — Hardware-based encryption can be used
e S to reach FIPS 140-2 level 2 and 3 encryption, using any PKCS#11 hardware provider; 3) Firecall accounts — Automated password
RIS g o randomization shields firecall accounts; and 4) Automatic resets, where passwords are re-randomized via a Web interface once the

G — user has checked them in, among myriad other features.

—'“‘") Lieberman Software Corporation © www.liebsoft.com © RSC# 44582

FPGA development
World’s First Hermetically Sealed library speeds

- 100K Rad Hard . -

known as
C-language

Point-of-Load Converter. mocln | [

information
and resources,
and software
libraries also
aim to follow
this axiom.

A prime
example

is Impulse Optimized
Accelerated HDL
Technologies
Inc.’s
Impulse C
FPGA math.h
Library.

The FPGA k
math.h Library accelerates development of

FPGA-based algorithms and also extends the company’s
Impulse C software-to-hardware compiler's math
operations. Many of the library’s functions include
32-hit single- or 64-bit double-precision floating-point
number use.

_J

VPT introduces a new addition to its mission proven line of
DC-DC converters for space: the SVGA point-of-load converter.

One strong advantage of the Impulse C FPGA
math.h Library is that it provides function prototypes
> Steps down voltage at point of use in the standard C language, thus C programmers
> Rad hard to 100krads (Si] will find FPGA math.h easy to use with the

same C function calling methods they're already
» Qutput voltage from 0.8V to 3.4V accustomed to. Not only that, the library comprises
> Manufactured in a facility certified to MIL-STD-883 Classes H & K HDL files and compatible configuration fles fo make
O common mathematical operations a breeze .. .
> 33W output power, up to 94% efficiency or relatively so, anyway. Meanwhile, other notables
» Fast delivery of the Impulse C FPGA math.h Library are: risk
reduction because of known-good code reuse;
retention of ANSI C compatibility when debugging

Launch your mission today with the confidence of VPT. at the software level; and full pipelining for high

Datasheet & Details: 425.353.3010 \LEM throughput rafes.
www.SVGASeries.com vptsales@vpt-inc.com = e Impulse Accelerated Technologies Inc.
www.ImpulseAccelerated.com
RSC# 44382
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ADC FMC card runs faster, jumps higher

Apparently feeling the need for speed, Curtiss-Wright has actually done the seemingly impossible: achieve the “run faster, jump higher”
paradigm. The evidence is ifs newly tweaked ADC510 FPGA Mezzanine Card (FMC/VITA 57), which does, in fact, run faster (though
we're not sure about the “jump higher” part ....). Primary enablers of the ADC510's faster pulse are its two “enhanced” ADS54RF63
Texas Instruments ADCs, which yield a 550 MSps rate with analog bandwidths of >1.7 GHz, rendering 12-bit digital output. Thus, the
performance rise between old and new is significant: The former version sampled at 500 MSps and provided analog bandwidhs of

up to 1.5 GHz.

Meanwhile, other plusses of the ADC510, well suited to SIGINT and SDR apps, include its FMC form factor, for example.

) WelFknown for its | /0 simplification, FMC s also only half as big as a PMC, thus meeting modern demand for more SWaP-appropriate
wares. Additionally, though the sampling speed now maxes at 550 MSps, those wanting to choose their sample clock sources can opt
for onboard clock generator rates of 300, 320, 400, or 500 MSps. Not only that, the number of input channels can be increased when multiple ADC510 modules are synchronized,
thanks to the ADC510’s output and input friggers.

Curtiss-Wright Controls Embedded Computing  RSC# 44583  www.cwcembedded.com

(" )

FPGAs evolve from 32 ... to 28 Infinite Density LEm

As technology grows, chip sizes, of course .. . shrink. And FPGAs are no exception to this Moore’s = 28-nm process = 28-Gbps
Law-motivated phenomenon. Take Altera’s new 28:nm FPGAS, for example, to be incamated with technology transceivers

a little help from the company’s two recent innovations: Embedded HardCopy Blocks and embedded » Embédded

28 Gbps fransceivers. HardCopy

First, the Embedded HardCopy Blocks are slated to provide a new partial reconfiguration method. Blocks

Partial reconfiguration means that designers can reconfigure some FPGA portions at the same time = Partial

as other sections confinue running, increasing system uptime without service disruption. Partial YSoRligiNENor)

reconfiguration enabled by Embedded HardCopy Blocks will also improve logic density’s effectiveness k J
by allowing external memory storage of FPGA functions not presently needed — but which can be

uploaded later when required — to free up board space and lower power consumption. Second, Altera’s 28 Gbps embedded transceivers, which will ride inside the company’s new 28 nm
FPGAs, allow 4006 system designs on a single chip and thereby eliminate the need for expensive external components. Sounds like a good deal to us.

Altera ® www.altera.com ® RSC# 44581

JTAG debug interface for Atom

The Atom processor — with its small size and equally small power consumption —is attracting a lot of attention in modern SWaP-constrained
milifary electronics. And as with any relatively new product, its burgeoning ecosystem needs fo match its growing popularity, lest development

and market adoption be hindered. However, Macraigor Systems, a provider of debug support in JTAG style, is doing its part to eliminate any Atom
processor utilization roadblocks. The evidence: its 0CDemon on-chip debug technology, which recently expanded to support the Intel Atom processor.

0CDemon for the Infel Atom is wellsuited for providing bootcode and firmware debugging. The JTAG interface connects the host system’s

debugger to the target hardware, resulting in access fo IA-specific capabilities for SoC and chipset peripheral register confent, along with execution
trace support. These on-chip features can be accessed through several communication channels. And the plan comes together when “a host debugger
communicates with a Macraigor Systems’ device and then to the target processor.” This method can be utilized for application software, kemel, and
driver debug, and hardware initialization and debug because the OCDemon eliminates the need for resident code.

Macraigor Systems ® www.macraigor.com ® RSC# 44451

DDC'I RTOS ﬁ"s nontrendg ARM niChe f Application Software

When you think of ARM, your first related thought is probably of the Android OS, written for the ARM architecture. And with

10 billion ARM7 and 5 billion ARM9 processors shipped fo date, undoubtedly many of the devices have been tucked inside cell
phone and consumer mobile gadgets galore since ARM7’s 1990s creation. However, DDC has a different vision of ARM7 and A
ARM9’s potential: safety- and mission-crifical nonmobile apps suited for the avionics (especially DO-178B certification-related),
industrial automation, transportation, and even medical realms. The enabler is its HeartOS RTOS, compatible with the ARM7
and ARM9 processors.

Hear@S Core

The deterministic, lightweight HeartOS kemel renders POSIX scheduling, mutexes, threads, message queues, semaphores,

threads, condition variables, and clocks and timers. Facilitating these functions and more are Heart0S's POSIX profile

51 interface and profile 52 features including socket communications, among others. Though HeartOS is targeting small- to
mid-sized applications, it has a deterministic TCP /IP stack for ... Infemet connectivity. That might serve as miniscule proof
that DDCI's HeartOS RTOS hasn't complefely eschewed the ARM architecture’s Intemet-everywhere trend. By e

DDC-I, Inc. ® www.ddci.com ® RSC# 42771 k

Processor

Editor's Choice Products are drawn from OSM's product database and press releases. Vendors may add their new products to our website at http://submit.opensystemsmedia.com and submit press releases at http://submit.opensystemsmedia.com. OSM reserves the right to publish products based
on editors’ discretion alone and does not guarantee publication of any product entries.
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By Chris A. Ciufo, Editor

It started with the Camry that allegedly “surged” with no apparent
accelerator input from the driver. Before long, the media reported
customer complaints against many Toyota products from Corollas
to the vanguard Prius and even some Lexus models. As we
went to press, the only things certain about Toyota’s drive-by-
wire vehicles are that the Feds are poking around, Toyota’s lost
face (and revenue), and digital electronics in vehicles need to
be thought of the same way as avionics systems controlling a
Boeing 777 at 35,000 feet. Safety-critical systems — which
certainly ought to include automobiles — demand special atten-
tion by embedded developers.

I've got my own special story to tell about how software in a
vehicle can ruin one’s day, and damn near killed me. I owned
a 2003 Chevy Silverado pickup with all the digital toys. The
memory feature on my electric seat frequently went berserk and
motored me all the way forward, often unexpectedly smashed
against the steering wheel at 60 mph. Turns out a software fix for
the body control module was needed, except GM engineers were
busy doing other things for a full 12 months. In the meantime,
I yanked the wire (not the fuse, which would’ve disconnected the
mirrors and other essential electrics). It’s estimated that several
hundred microcontrollers or microprocessors are found in every
modern vehicle. When code goes haywire, does the vehicle end
up in a ditch — or worse?

On the other hand, with so much software controlling life’s every-
day conveniences like cars, cell phones, medical monitors, and the
world’s banking systems atop the Internet, have we yet come to
grips with embedded security? Worrying about the latest DDoS
attack on a server is commonplace — just ask the political leader-
ship of Estonia how their banking system was shut down by foreign
hackers. But you should also be terrified at what a bad actor could
do with access to your life via an iPhone — or your automobile.

According to Robert Dewar, Emeritus Professor of Computer
Science at New York University and President of AdaCore
software, there’s a big difference between safety and security.
A secure embedded system needs to have assurance of meeting
security constraints per an established profile, while a safety-
critical system needs to always work. For example, the NSA’s
Tokeneer Project established the requirements for a secure
biometric door entry system, and used COTS software with
formal methods to establish and prove compliance to the secu-
rity profile (details, including all the code written in SPARK Ada:
www.adacore.com/tokeneer).

In the defense industry, myriad standards exist for developing
secure software and systems, including separation kernels in
operating systems, Multiple Independent Levels of Security
(MILS), and time- and space-partitioned environments per
ARINC-653, to name just a few. But are these ever used in
commercial applications? Doubtful.
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Safety or security?
An embedded wake-up
call from Toyota’s

misfortunes

Similarly, for safety-critical systems such as avionics, the FAA’s
DO-178B (software) and DO-254 (hardware) establish critical-
ity levels and formal proof methods to absolutely guarantee that
software and systems behave 100 percent predictably. It also fol-
lows that every safety-critical system must be secure, because
unauthorized access might compromise safety.

My hope would be that secure or safety-critical applications —
including smartphones and automobiles — would consider some of
our industry’s COTS products. I'm sure Wind River or Green Hills
will call me and tell me how VxWorks-178 or INTEGRITY-178 is
used in a non-military application, but we rarely hear about these
installations. It’s also likely that the heavy requirements manage-
ment, formal methods, and NIAP certifications from our world
might be “over-kill” in civilian apps.

Still, there’s hope. Open Kernel Labs, a company I first became
familiar with last year, sells OS kernels for high-volume, low-cost
platforms including cell phones. Their OKL4 kernel has doubled
in volume from 250 million in 2009 to an estimated 500 million
handsets for 2010. But it’s not just any old kernel — OKL4 creates
“secure cells” into which handset applications can run. If one app
dies, or goes rogue, it can’t spill over or affect the other cells. This
is 100 percent identical to the original Green Hills concept of a
“padded cell,” which coincidentally is the basis for ARINC-653
and other partitioned military environments. Interestingly,
OK Labs is unfamiliar with the DoD concepts we all are so famil-
iar with — but the company is clearly following the same path.

As we went to press, OK Labs was scheduled to announce a secure
VoIP application running in a secure “hypercell” on a single-
core cell phone processor, virtualizing the applications while
keeping them separate. This follows the company’s Nirvana
phone concept — another partitioned application that extends
cloud computing to the handset. I am hopeful that as OKL4’s
security gains traction, the commercial world will wake up to the
risks and take a glance at our market and find some inspiration.

But on the safety-critical side, I'm unaware of any U.S.-based
civilian efforts mirroring DO-178B. I suspect if anything’s hap-
pening, it probably will emerge out of Europe’s mass transit indus-
try. (If you know of civilian safety-critical activities, drop me a line
at cciufo@opensystemsmedia.com and I'1l be sure to print it.)

Safety and security are both hugely complicated subjects and
ones we routinely cover in Military Embedded Systems. Yet
ample standards, resources, and tools exist ranging from MILS
to DO-178B, to ARINC-653 and DO-254, all the way to static
analysis and code verification suites. Any of these could improve
tomorrow’s generic, nondefense embedded systems. With Intel’s
goal of “15 billion mobile Internet devices” by 2015 — includ-
ing automobiles — how much longer can we ignore the issues of
security and safety?
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One Board.
96 Processors.

Forget everything you knew about size,
weight and power.

What you're reading right now may be difficult to believe. But
it's true, thanks to a technology known as General Purpose
computing on Graphics Processing Units (GPGPU). And thanks
to our partnership with NVIDIA®, you can now take advantage
of massively parallel GPGPU processing in rugged applications.

For applications such as radar, sonar, signal intelligence, signal
processing, image processing and software defined radio,
GPGPU offers huge performance improvements. Indeed,

any application that involves parallel execution of multiple
threads will benefit from GPGPU. Best of all, these performance
improvements are accessible to almost everyone because the
CUDA™ architecture allows you to program in C.

We are introducing a number of NVIDIA-based GPGPU
products in various form factors, such as the 3U VPX GRA111,
which is CUDA-capable and supports OpenCL". For more
information on our growing family of CUDA-capable GPGPU
boards, please visit www.ge-ip.com/gpgpu

imagination at work
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